STETAT COUNTERFOIL

=W WIS SuF AW UR T B
To be detached and kept
by the Sender.
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No. RTI/ECI/2019/1 10 Date: 27,02/2018

POSTAL ORDER
From, /
Venkatesh Nayak Redt swn e
#SEA, 3!-5 F|OOI‘ é To wham payable
Siddharth Chambers-1 ; o, P?wz? LU, y
Kalu Sarai, New Delhi — 110 016 P Aﬂ/

At what Offic Vi

To, m:ﬁ;mr?::{eai Pﬁ =
The Central Public Information Officer dA fmra 07/ o /4
Election Commission of India "
Nirvachan Sadan |
Ashoka Road, New Delhi- 110 001 44F 057992

Dear sir,
Sub: Submission of request for information under The Right to Information Act, 2005

I. Apropos of the advice of the Central Information Commission (CIC) tendered to your
Commission in its decision dated 11/09/2018 (copy enclosed), in the matter of Sunil Kishore
Ahya vs CPIO, FElection Commission of India & Ors, [Second Appeal No.
CIC/ECOMM/A/2017/171660], I would like to obtain the following information under the RTI
Act:

a) A clear photocopy of all official records and documents and annexures, if any, that
contain details of action taken to comply with the said advice of the CIC; and

b) A clear photocopy of all file notings and annexures, if any, relating to the information
described at para #I(a) above.

II. Apropos of your Commission’s August 2018 publication entitled: Status Paper on
Electronic Voting Machine (EVM), Edition-3, I would like to obtain the following
information under the RTI Act:

i) A clear photocopy of all reports of the Technical Evaluation Committees received
since 1990 till date regarding EVMs and VVPATS, along with annexures, if any;

ii) A clear photocopy of the report of the forensic examination of EVMs conducted by the
Central Forensic Science Laboratory (CFSL) pursuant to the direction of the Bombay
High Court in EP Na. 15 of 2014 along with annexures, if any; and

i) The complete list of manufacturers of micro-controllers used in the EVMs along with
their postal addresses.

III. As your Commission is not listed as a public authority on the RTI Online Facility
(https://ticniine.cov.in/) set up by the Government of India, I would like to obtain the
following information under the RTI Act:

a) The reasons for not joining the aforementioned facility to enable citizens to submit RTI
applications to this Commission electronically; and




b) The details of action taken by your Cammissicn, till date, te join the aforamenticned
facility to enable citizens to submit RTI applications to this Cammission electronically.

I am a citizen of India. I have enclosed an IPO (bearing #44F 057992) for Rs. 10/- towards
payment of the prescribed application fee. I wauld like to receive the information described
above at my postal address mentioned above. Kindly inform me of the additional fees payable

for obtaining the said information.

Thanking you,

Yours sincerely, '
| g
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By Speed Post/ E-mail

Election Commission of India
Nirvachan Sadan, Ashoka Road, New Delhi - 110001

No. 4/RTVET/2019-EDPS / 29 Dated 27.03.2019
t 1

To

Sub:

Sir,

Mr. Venkatesh Nayak,

#55A, 3" Floor,

Siddharth Chambers-1,

Kalu Sarai, New Delhi- 110016

Application under the Right to Information Act, 2005 - reg

Please refer to your RTI application dated 27.02.2019 received in the Commission on 28.02.2019.

The information sought by you are as under:

Point
No.

Reply

1

As per record, file is under submission.

i} You may obtain the requisite documents (64 pages) by depositing copying charges of Rs.
128/-@ Rs.2/- per page. The above said amount may be deposited by way of cash against
proper receipt/IPO/Bankers cheque/Demand draft payable in favour of “Under Secretary” or
“Accounts officer”, Election Commission of India. The IPO must also be made payable at
“Post Office, Nirvachan Sadan” New Delhi.

if) The examination of EVM by Central Forensic Science Laboratory (CFSL) was ordered by
Bombay High Court in an Election Petition and the record was submitted to the Hon’ble Cou

imsealed cover, '

iii) Exclusively concerned with manufacturers. Particulars of the manufacturers are as under :-

M/s Bharat Electronics Limited, M/s Electronics Corporation of India Limited,
Nagavara, Outer Ring Road, EMSD, ECIL EVM Manufacturing Unit,
Bangalore -560045, Karnataka MCU, IDA Cherapalli Phase-II,

Post-HCL, Hyderabad — 500062 (Telangana).

The RTI online facility is available on the Commission’s website www.eci.gov.in under head
file RTI Online the hyper link is http://rti.nic.in

The details of First Appellate Authority are as under ;-

Shri Nikhil Kumar,

Director (EVM) & FAA,

Election Commission of India, Nirvachan Sadan, New Delhi — 110001.
E-Mail :evmtech(@eci.gov.in

Yours faithfully,

(Soumyajit Ghosh)
Under Secretary & CPIO




No. RTI/ECI/2015/1 Date: 03/04/2018

WITHOUT PREJUDICE

To,
Shri Sgumyajit Ghosh

CPIO & Under Secretary
Election Commission of India
Nirvachan Sadan

Ashoka Road

New Delhi — 110 001

Dear sir,

Sub: Payment of additional fee for obtaining information under 7he Right to
Information Act, 2005

Ref:  Your communicaticn of No. 4/RTI/ET/2019-EDPS/219 dated 27/03/2019

Apropos of your fee intimation letter of number and date captioned above, sent in response to
my RTI application of number captioned above and dated 27/02//2019, 1 have enclosed IPOs
(bearing numbers 2 13 628850; 2D 338829; 44F 060140; 44F 060143 and 51H 065100) for
Rs. 128/- (Rupees one hundred and twenty eight only) as advised.

Kindly note that this fee is being remitted WITHOUT PREJUDICE to my right to submit an
appeal andfor complaint against your reply to the remaining queries of the instant RTI
application, as per the provisions of the RTI Act.

Kindly send the information described at para #2(i) of the instant RTI application to my postal
address mentioned above.

Thanking yau,
Yours sincerely,

S l Lf@ /\ ’}3; ﬁ,é

Venkatesh Nayak
#554, 3™ Floor
Siddharth Chambers-1
Kalu Sarai

New Delhi — 110 016
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ELECTION COMMISSION OF INDIA
Nirvachan Sadan Ashoka Road, New Delhi — 110 001

No. 4/RTVET/2019-EDPS | < 27— Dated 05.04.2019

To

Mr. Venkatesh Nayak,

#55A, 3 Floor,

Siddharth Chambers -1,

Kalu Sarai, New Delhi - 110016

Subject: - Application under the Right to Information Act, 2005-Reg.
Sir,

[ am directed to refer to your RTI application dated 27.02.2019 and
Commission’s letter no. 4/RTI/ET/2019-EDPS dated 27.03.2019 and to forward
herewith the documents (64 pages) (Copy enclosed) against the necessary copying

charges.

Yours faithfully,

/
W Gremg i i —
(SOUMYAJIT GHOSH)

UNDER SECRETARY & CPIO




JQ"

REPORT OF THE

~ EXPERT COMMITTEE FOR TECHNICAL

EVALUATION OF TRE ELECTRONIC
 YOTING MACHINE

APRTL 1990

||




7 BT T bl

"y

T g - 2, - - g —

¥
i

P
:‘-\-—u-;_ —nl

S

.
-

~ REPORT OF THE EXPERT COMMITTEE

FOR_THE TECHNICAL EVALUATION
—T = TECHNICAL EVALUATION

OF THE. ELLCTRONIC VOTING MACHINE {EVM)

Thy  Cunmttee tunsiltuled lor 1w technfcal evaivatton o1 (he
Electronic Voring Machins {EVM)," vide Govt. Order No, LOE/CCI/EVM/8Y
datad Aprit 10, :500 (Annexure [), mat formally on 23:_~d'Apr11.' =990,

and agatn en 25th Apri. :90p. The Committem had the bensfit of Tachnical

presentatians’ Ny oMW/s. BEL and M/s. ECIL, the twa Manufaciurers of

tha EVM, The dommittee also mer Shri Perd Sastry, Chiel Slsction
éammissluner. a1, VLS. Ramadevl, Secrefary. Legislative Dept., Minisiry
of Law § Justico, sl Ganesan, Adviser. Electaral Reforms Commissian,
shri 8. R;vl. Joint Secretary, DOE and Shri G.S. Varadan, addl, Dirsgrar,
DDE. Gma unit of EvM was taken to IIT Delhi Laboratory far dataued_
avaluation. The Committes also exlmll';ad various - documents present‘-d
o it by the Manufacturers. These documents are enclosed as Annexures.
Based an tho abgve daliberations, the Cummlltlae is pleased to_submu

the enclosed Report. The committes wishas to place on record its indebtednass

to the Department of Electronics for all tha assistance that 1t axtanded
to the Committee for thg early completion of itz task.

Mrm_u | | >\ ézav\h—u- |

Dr.C.Rao Kas&rhac:.la Prof P,V.Indiresan -
Sreaiind Ragarbada ol . V.lndiresan

U'd"ww{i':l::____
Prof S Sampath
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REPORT OF THE EXFERT COMMITTEE Y
FOR THE TECHNICAL EVALUATION OF THE
' ELECTRONIC VOTING MACHINE

1.0 Backeround of Electropie Yoting Hachipe

Over the laat ten yeari the Eleccion Cémmissiun of In-~
dia, from tipme to time has put forvard the ides of introduc-
ing the Electronic Veting Machine in the election Process
in India. Towards thie end, the Election Commission inducad
two major industrial enterprises namely M/s. Electronieca
Corporation of India Ltd., Hyderabsd and HM/s. Bharar
Electronicz Ltd,, Bangalore to design 2nd develop suitable

versions of the Electronic Voting Machine for inﬁroduction

in our elections. With the approval of the Govt. of India,
in 1982, the machines wers introduced in 11 Constituencies

and put to use and on the whole the systems worked satisfac-

torily. The design of the Electronic Voting Machine has

since gone through several iteraticns and an advanced var-
sion has become available from bath ¥/s. Ziecironics Cor-

Pu}atiou of India Ltd., and M/s. Bharat Elegtronics Ltd. The .

Election Commission was most anxious to iatroduce the
machine in the electoral procass in the general elections in
1989. Dus te apprehansians articula:iﬂ by leaders of politi-
cal parties, tha decision to introduce the Electronic Vating
Machine was defarred by the Election Commission.

The Electoral Reforms Committee i{s of the view that che
Electronic Voting Machine should be evaluated in an objeac-
tive mannar from the technical point of view with apacial
referance to the possibility that the Electrenic Voting
Maghine can be tamper=4a with. Aceordingly, at the request by
the Electoral Reforms Committes, the Department of

Page No. 2
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2.0

3.1

3.2

Electronics constituted apn Expert Committees to carry out the
anvisaged technieal evaluation, rhis Report is the outcome
of this evaluation. '

MANUFACTURERS PRESENTATION

M/s. Bharat Electronics Ltd., and M/s. Electrenics Cor-

poration of India Ltd., nade a presentation on the opera-
tional, teachnical and mnnqtacturinu ‘ampeacts of the

Electronic Voting Machine to the EXperts Committes.

Tha agencies aiso conducted a mock poll bctortfthu Com=
mittee. The puszible physical méthods of tampering were also
demonstrated highlighting the security of the dasgign. -

The details of the presentation are eaclosad in An-—
asxures IJII and IV.

'EVALUATION OF ELECTRONIC VOTING MACHINE

There are three major points to be considesred in evaluating
the EBlectronic Veting Meschine that has been developed and

manufactured in the country,

a. Deex it meet all the naedz of Electicn Commissien?
b. Iz the degign =table and tamper-proof?

C. Is the nmanufacturing quality of a high enough standard
to provide adequate reliability?

A8 regards the first question, the Election Commiszion 13
the only agency which can provide the answer. As for the

thixd gquaation, it ia evident, from an inspection of the
machines, that they are indead of exceptionally high
quelity. As regards the second queation, the felloving

'points nead to be considered: .

Page No, 3



1.3

3.4

1.6

1.7

a. Can the system be altered at cite?
b. Can tha system be replmced by a different mschanism?
€. Can the system be tamperad with while in operacion?

The Committee addressed itself to these three questions.
The System consists esgantially of three components

A. ., the Control Meduls
b, the Balleting Unit; and .
€. The inter-connecting cable betwoen the two Units.

The Committee has looked inte the possgibility of tampering
in respect of each one of thass three components.

With regard to the nature of the design and the difficulty
involved in tampering, it is noted that the program imbedded
in the device it completely fixed and unaltersble. and
therefore, there is no means or access by which the syaten
ean be modified from outside,

In view of the above, ths only way by which the Systam can
be tazmpered with 15 to replace it entirely by & new one.
Though this is theuro't.ically feanible, by 3 =imple physieal
inspaction of the equiprr_mnt. this can be ruled out.

It is feasible to modify the Balloting Unit alone. However,

it cannot be done in such a way that it can escape physical .

inapectien.

This laaves the question of tampering, with the intar con-
necting cable. Thiz canpering could happsn in two says. One
may attach a device on top of the cable., This rwquires
skilled operation and will naturally be visible to all the

Page No. 4
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volerr, AL thu samt U:mt, Lhe Committe: has roun by | 13iny
booLh arrangements that have been finalised by the Election
Comrission. The Cxamitive neter with satisfaction that ihe
entire cable 35 in whe public uiéw al} the ::mg:nny Such a

LamMpering tecormes self-evident. Further. in cas: suy gurh

device has been Artached to rhe cable, it will lvave teil-
*ale puncn reres wricn can be recognised easiivy. Thaveler.,
this probabilizy also :is ruled out by the Coamitces.

ANOLREr Tethod by which the system may be interfered wich i3
I3 insert 1 izvige Letween i5e cable and

sltpacad :noide =ne ?:l:i:g Wnit, This can be chviated &
simple siminicirat:y. :recau:_on at the cime zhe Fol
Vait is zcaled. The 2re esiding Offfcer may re ashed o ex-
hibit the ciziz ra 311 she f2lling agents and get txeiy care

S f3xe cure that no device has been irser red bga-

tificare
tween the :z3ble and the socker. Cnce  the cable is inserced

and the Mach:ine ir segled. this kind eof tamper: i1® inpos-

sible.

In'.this ma@nner, the Committee has looked in:o all pos-
aibllities of tampering with cthe Machine and has come €a che
‘conclusien tn:: there s no way of altering the resulis of

the polls FrcV.ded due security precautions are enforced. In
case £or any ceasen the Unit has bean tampersd, it Im-
nediately gives ap indicarion that the systam has naltuuc-
tioned and thiz remains as a. permanet record cn the Machine

which can ke cheeked and ¢ross-checked at any tirze later.

In viaw of all these factors. the Committes unaninously cer-
tified that the Syscem is tamper-pruu! in the intended =n-
vironment. For these reasons, the Committee recommendr chat
the syaten xay be fccepted and put. to use,

Page Mo..5
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3,10 Any system of this natyre requires proper preventive main-
tenance. Hundreds .of thousands of the unils are to be used
in any major election and in brtvewn they will be stored for
long pericds of timpe. During thic peried due to attack by
vermin, rats. fungus or due to mechanical danagv, the syster
might malfuncrion. Thetefore, . as alDrEVEﬂtiVQ FeASUre, Lthe

Committee recommends that hefore every eleccion the manufac-

turers may ba asked to check (this can be dere wery fact

CMFBUGH a very simple exerciser} and ensure that all the ,

units are functioning as designed. Incidentaily, this methed

will check., what is called 'the signature cf Machine' aad

——— .
4 r L
riasy T

thereby the Manufacturers will be able 2o certify tﬁlt
Machine is identical to what they had supplied and it haa

not been replaced by any cother.

In brief, tha Committee recommends that the System may be

acqep:ed subject to the following precautions:

1. It is ensured in avery polling booth that the cable is

' vigible all the tinme. ’

2. Aftar the polling, the cabls and Ballcting unit is
physically inspscced for any mechanicai danages.

3, ~ At the time of the insertion of the cable, it is feor-
mally recordaed by the Presiding Officer and the polling
agents that no device has been inserted between the
cable and the connncéor; . . '

4. All the instruments are checked as a matter of preven-
tive maintenance and as a matter of abundant cauticn,
to ensure that they are working satisfactorily and aec-
cording to the ariginal embedded progranmne.

Page Ho. &
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Issues vaised by varisus Orgenisatjons ang related Tuchpical
prohlems’

The issues that arige féﬁ; the usze of Electronic Voting

Machines are ns under:

i} The Machine may not function properly o

i) The Machine nay me damaged upsetting rhe delling
Process,

iii} The Hachine could be :ampefad with., and design may not
be secuée I"Trojan Yorse'),

ivl The Machize denies the candidates the right tu recount.

v The Voting machines zre biased against the poor.

These jgsuag are examined in derail in the following
paragrapks,

Machines =ay nor funezien propaerly

This is a question of reliability. The reliability of the
equipment depends on the design, selection af components,

Procuremenc znd inapection of components, Manufacturing

procass, storage and re~inspection machanisr:s.

. The resultant fajiluras may ke ecatastrophic or non-

catastrophic in Nature. The design haz bsen perfectad over 3
1050 reriod, The Hanufacturers have confiraed the uasage aof
8pProvad components with dye derating for reliable opera-
tion. A Commictee consisting of representatives of Standards
And Qualiry Assurancs Establishment ($SQAE) of Department or
Defance, the Directorate of Standaras, Testing and Quality
Contrel (STQC) of the Department of Electronics., and Repre=
sentatives of Election Commission, reviewed total quality
8ESurance aspects of the Machine through the Manufacturers.
The foemer twe were alsc involved in the accaptanew tasting,

FPage o, ?
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The¢ equipments have also gone through climatic toutse
prescribed in (ke Quality Assurance (Qh) manuals. Ths Com=

mittee noted that the failure rates during the trial period

are insignifticart,

In addition, ke catastrophic failure may oceur because of
failure of the M:¢rscontroller Chip, in which case rtpollinﬂ

. may be neceemary. The cases of non-cacascrophis Iallure can

be catered tec :y che redeployment of a spare “achinc.
Similarly che Eailet Unit can algo be replaced xith a time
lozs of utmes: 15~2) minutes in case of a citastrephic

tailure,
-

Machinss may to tampared with

This seems tc be rajor issue of concern. The coatents of

‘Annals of Dermocracy' an article, that appeared in Naw
Yorker onh Noverbar 7. 1988, as well as a press ciipping on

the zame 1ines 'Zangers of Fraud in Computer votizg' have

Eepn ncted By ths Commitias.

Yachine

The major advantage »f the Zlectronic Voting
the sys-

developed in India is the fixed programme nature of
tem. The progranie is permanently fused and hence cannot ba

tampered with even i{f it can be accessed. Even than. iy a

matter of abundant precaution., the instuments’ signature may
be tesQ:;‘;} tn;‘;:;plleéglbefnra a pall to che:E that they
have not been replaced. Since the presently discussE@g—
Eiectronic Vot;ng Fachine is a different type of equipment,
the possible methods of tampering are different and have al-
ready been highlighted in.the Seetion 3.0. -

N Page Ne.. 8
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ve damaged upsetting the poll

1 4.3 The Machife maj

l .
E The damage is understood ta be phyzical damage and the tech=

nical conseaquences of such physical damage are a3 nnd‘er:

- 1. Ballot Unit damage

Physically strong and agile people or mentally daranged
pacple may damage the Ballot Unit which is staticned a
little away fren the Polling Officer.

in cise cf catastrophic damage (breaj in the 2al-
lot Unir into pieces using hammers esc.), the S21-
lot Unit could be veplaced without affectizg the

pall upte that peint.

in case of attempted damage by making. one ci tha'

-

switches stuck, apparently disabling the aother
gwirches, a link-error alarts the Poll officer whe

[PR
-

v can sat Tight the nmechanisnm; in the event kEa can
. not set right the mechanism replacement as alter-
native is available.
2. Cable unit Damage
Ne wrong iaformation qeﬁs recorded. The cable can be
replaced.
'3, Control Unit damage
If the Contyrol Unit is damaged, the poll could be con-
tinued with a second Contrel Unit. since the poll in-
! formation upto the point is safely stered in the
;‘ ' memory. However it should be noted that Control Unit

Page No, 9
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damage is= rquivalent to snatehiag | . :xa Ballot box,
and suitable administrative Procedures may be followed,
" dncluding repoll as per Elsation Commiszion norms,

.4 The Hheki&e denies che right to Recount

4.5

On'thn <antrary, the whale process is stored in ths mamory,
and can ba dumped through a Printer to get the detailed pic-l'
ture of vocing, With the added administracive Procedures of
the Election Commission eo maintain a Eecis:or of ths votars
in the sequence of their veoting, not only the precess of
Fecount ieg possible byt also verification of the recount
against any Passible tamﬁeriaq iz alsa possible.

Bias agaipnst the poor

While the eemmen; °n the hias against the Poor as reflectad
in cerrain articles nhag been noted, the experience of the
Election Commiseion in trails so far does not confirm the

fame. This is mainly becausgs the equipment iz simple and in
f2ot evan simpler than Stamping the conventional Ballet

Paper to which the voter is already accustomed.

lﬂm&!mﬂsmm-_wi Hachipe

The Committes Doted tha following advantages of the
Bluetronic'yoting Mechine, as they emergad in various dis-

fcussidnsz

. Possibhle reduccien of time bstwaen cthe tine of

withdrawal of nominations and the commencement of pPoll~
ing, resulting 1ip considerabls, saving in mattars
relating to maintenance of law and order, candidates'
fXpenditure on campaigning, ate,

b congiderable saving in printing of stationery ané

transportation aof large volume of Elsction material,

Paga No. 10



o discouraging baoth €aptire by 1i:. .uy the number of
i . Votea that can bg cast in an howy o no more than 30O
! in & booth, thus allowing time for the Law and order.
Hachinery to take appropriate remedial ection. '

. ] the procedurs for mock Pell incorporated into the sye=

- ‘ tém generatas confidence in the veting commlnity on the
i operation of the system,

. the system eliminates invalid voting, which in several

cazes is understood tg pe comparabla to the &iffarence
batween the winning candidate and iosinq candidate.

. the countizg time 1g drastically reduced » and
eliminates pisehief at counting, as well as eliminatag
the possihle building up of tension/disordarly scenes
during the counting procmss due te the short time in
which tha counting will get completed with the intro-

" duction of the Electronic Voting Machine.

* the entire p:ocess‘of voting is recorded in sequshce
and igz avniishlu for analysis by the Election Commis~
sion at a later date againet any contingeney.

. Possibility of the fatroduction of Mebile Polling

4

" Booths t> facilivste fuller participation of people in
the election process,

Bage No. 11
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6.0 Recommendarions

Sample electrical check of the Control Unit and che
Ballot Unit prior tas the Polling. The diagnostic cheeck

to be prescribed by the Manufacturers so as €0 enayre

that the embeddeq Programie has hot baen tampersd with,

Inspection of the pallot Unit/Control Unit as well asg
the cable at the time of tha insertion of the Ballot
Papar by cthe Returning officer with suitable aids to
ensure that duplicara equipments are not used.

Ensuring, in #very Polling 2eoth, that the intap-
connecsting Cable is vimible At all times.

Ensuring, in every Polling Booth, that no device is in-
serted betwaen tha Cable-Connector and t:s Control
Unit.

Carrying out on a sample basis, raraune :
certain booths ac an appropriate adminisctrative level,
to act as a deterrant against potential migchisf-makers
€0 as Lo generxats a3 climate of confidence about the in-

fallible nature of electoral process.

baqn No. 12
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7.0 gonclusions
The Committee after a review of the material presented to it
has come to the Tollowing conclusions:

i} *The basie Elect:onic'Votind Machine developed by M/=5.
Bharat Electronics Limited {BEL) and N/s. Elactronics

: Coyporation of India Limited (ECIL) under the over-all
aegis cf the Elecctian Commission and the Departmenc of

i ; 'ﬁﬁﬂ.

Elactrenics is a secure system.

.

me security emanates from two very inportant fasie

factars:
a) The fived
¢ the Processor which is effectively

which
unal-~

= I~ R P O)

prograpme naturs cf the saftware

is fused int

&id:

terable, .

p) ~he Eaithful recording of ‘all events Ia the
possibilicvy of racalling the sane

processor and the
With the added administrative procedures prescribed by
the Z.sction Compmission which make available the se-

quence of vatara voting- rendering it posgible Lo

verify the recorded vote in case of any doubt with.

regard to possible tampering.

x

ii) With the provision of non-volatile memozy, any physical
intersuption lesads to the ratention of all infornation
upto that point.’ .
\ iii) With the system as designed by. the above agencies with
the Election Commission and the

built-in security,
psure the security of the

Government nnlr negd to =
equipment, to safeguard the canctity of .the electoral

_._.._,_
.

iy,
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iv)

v)

process. The Committee further recommends that certain

procedural safegaurda aws stated in Sertion 6.0 should
be implemented,

The Ccrmittee wishes to place on record the high level
of accomplishments of the Enginesrs and Scientiscs of
M/s. 3harat Electronies Limited and M/s. Electronics
Corporation of India Limited in develeping an
Electronic Voting Machine using the latase technology.

The Committee unanimously recommends the use of the
Electronic Voting Machinam with out further lossz of
time, ' :

4
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OQATED
April 11,1290

Dear Prof, Sampaty, i

The Elecrorai Peforms Committes in o= meezing theld
on 31.1.20 suggested to Secrevary, Department e? Elsctronics
that the Electronic Voting Hachine developed by M/s ECIL and
H/s ZEL should be objectively evaluated by a Group of
Experts. 4n particular Zrom the point of view of rigaing,
that {s to say. whether the machine could. at apy point of
time. Dbe tampsred with. It has, therefore. bean decided to
form a Committee of three experts compriszing of a
distinguiszhed council member of the Inszizution . of
Electronics & Telecommunication Engineers, 2 distinguizhed
Prof, of IIT and the Director of Electronics Hesesrch - &

Development Centre. Trivandrum.

It haz further besen decided tc requeat you as a
Council Nember of the IETE to be the Chairman of the Expart
Greup. Prof. P.V.Indiresan of IIT Delhi and Dr. Rao
C.Xasarabada Rirsctor, ER&DC, Trivandrum,.. are the othar
members. : .

The Conmittee may submit itas report to the Department -
of Electronics praferably by 24.4.90 or latest by 30th of
this month $o as to enable the Government of- take a decision
in the matter before a Bill 1= introduced in the. Parllament
in May 1990. Secretarial aszistancs to the Committes uil) be
provided by the MNew Dalhi Centre of +the Appropriate
Automation Promotion Programme of Department af Electronics.

Hith regards.
Yours sincaraly,
E;.' 0an’
( 5. Ravi )™~ "~
Prof, S, Sampath, -
Chalrman, R:A.C. .
Defence Reaearch & Development Organisation,

Hinistry of Dafence, Sena Bhavan,
Hew Delhi. -
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- Copy to!

1. Sot, ?;5; Rama Devi, Sacretary. Legizlative Departrent.
’ Ministry of Law & Justice. Haw Delhi.

Copy alao to:

2. Shri B.S8. Prabhakar. Managing Director. ECIL,
Hyderabad

3. Capt. §. Prabhala, Chalrman & Hg. Director. BEL.
- Bangalore . o '

- They are requested to provide all assistance %3 the
Committee in their work.

~

( S. Ravi )
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The EVMs, introduced in" 1990 have provided excellent service in assisting
process in India. These machines are now nearing the end of their life, and need 1o be
replaced. The two PSU companies BEL and ECIL which have been manufecturing these
EVMs have developed new designs incorporating some additional features a3 desired by the

[
£

Commission. This committee was constituted by the Commission vide their :

51/8/16/2004 PLN-IV/Vol TI/804-806 dated 25/12/2005 1o evaluate these upgraded EVMs. '
The Committee. met in New Delhi in January 2006 st IIT Delhi, where representatives of

1

BEL and ECII. demonstrated their machines and presented the salient features of their

'mspwﬁwdesigns,hnludhgthcsﬁcpsmhmm_hwmomﬂmdﬂﬁomlmas.

mandated by the Commission. This Commitiee suggested some additional technical
evaluation such as on EMI/EMC standards to be performed on the machines..Subsequently in
January 2006, the Committee traveled to Bangalore (BEL) and to Hyderabad (ECIL) and
conducted in depth evaluation of the machines and held technical discussions withi the entire
develapment teams of BEL, and ECIL.. Additional essential enhancements to the design of the
EVMs and their utility and feasibility were also discussed in this visit. '

The Committee also studied the inputs that the Commission and the manufachirers have

received from the public over the years on the EVMs. The resulis of this study have been

incorporated into the report of the Commiittee.

It will be in place to acknowledge that the very thorough evaluation conducted by the expert
cvaluation committee in 1990 on the then EVMSs was alsn re-visited through their report and,
the recommendations made by the 1990 committee being extremely important for the fair
conduct of clections using EVMs and, additionally having proven their worth during
elections in past 15 years, have been incorporated in this report as well, _

This Committee acknowledges with pleasure the cordinl,-sﬁmulnﬁm_and very ét't'ecnve

interactiors with the technical toams of both BEL and ECIL.

Finally, this Committee gratefully acknowledges all the support of the Chief Election
Commissioner and all staff of the Commission, in conducting this study. - )

h ' " Prof DT Shahani

Proft A'K .
3 W%tmggé—a |
Prof. P V Indiresan & 305
" New Delhi



ﬁay

e

1.0

20

3.0

4.0

- 1.0

«

REPORT OF THE EXPERT COMMITTEE (2006)

= FOR THE TECHNICAL EVALUATION

OF THE UPGRADED ELECTRONIC VOTING MACHINE

L

' INDEX

- Pege
Background of Electronic Voting Machine (EVM) A
Minufacturers' Presentation.., 2
Eveluation of the Upgraded Eleclmmc Voting Machise 2
Concerns raised by vasious Orgnmmns (1990.2005) 7
Advantages of the Elecu'oﬁic Voting Mnchme 12
Remq;;nerldgﬁoné 13
Conclusions 15

¢
a



T
R

®

@

®

)

REPORT OF THE EXPERT COMMITTEE (2006)
~ " FOR THE TECHNICAL EVALUATION
. op THE UPGRADED ELECTRONIC VOTING Macm

Votin chine
Introduction
During the seventies the Election Commission of India, put forward the idea of

 introducing Elecronic Voting Machine (VM) in the election process in India,

Towards this end, the Election Commission induced two major industrial entcrprises
namely M/s. Electronics Corporation of India Ltd., Hyderabadand M/s. Bharat
Electronics Ltd, Bangalore to design and develop suitable versions of the Electronic
Votmg Machme for introduction in elections. With the approval of the Govt. of India,
in 1982, the machines were introduced in 11 constituencies and put to use. On the
whole, the systems worked sausfaeton]y )

IheElecmralReformsCommmecmthewrmewatthatumemggmedthm&eBVM
be evaluated in an objective manner from the technical point of view with special
reference to-the possibility that the EVM can be tampered with. Accordingly, at the
request by the Electoral Reforms Committee, the then Department of Electronics
conshmtedanexpert oommstteetoca:ryoutthetechmcdevalmuon.'l'hecxpen
committee in 1990 after a thorough review of the design, manufacturing, testing
Processes, reeommendedacoephnglheEVMswhﬂetahngoemmpmcauuomso
thattthVMmmytome,lsmgged,weﬂmmntmnedandcmnotbewmpﬂedmth.

The EVMs have since then been in use for over 15 years and have proved their
relmblhtyandcmductofmmper-pmofelecnms,yearaﬁerymr :

Present Status:

'I‘hseEVMshavmgseiwdover 15 years are due for replacement. Further, based on,
experience gained from extensive field uise, the Election Commission asked BEL and
ECIL to introduce additional features, to further the causs of reliability and tamper-
proof working in the new EVMSs to be manufactured.

The Election Commission set up a technical expert committee in Dec. 2005 under
chairmanship of Prof. P.V. Indiresen, with Prof, D.T. Shahani & Prof. A K. Agarwala®
of T Dethi es members to examine the : BEVM's and give their -
recommendations by Feb 2006. (Ref: 51/8/16/2004 PLN-IV/Vol 111/39 dated 4-1-
2006). In view of additional testing that the sommittee asked from ECIL and BEL the
term of the committee was further extended. After explaining the findings of the study
nswellnsﬂmnmmmmmmmdahmtotheﬂlecﬂonComwnm4—7—2006 the

final report is being submitted by the comumittee.
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-Barly in January 2006 on request of the committee, M/s. Bharat Electronics Ltd,, and

M/s. Electronics Corporation of India Ltd., made presentations on the operational

technical and manufactaring aspeots of the EVM 1o the committee explaining’the
earlier featyres and design and also demonstrating the addifional features andmew
The agencies also conducted mock polls before the committee. Specifically the
possible physical methods of tampering and the countermeasures incorporated in the
design were slso demonstrated, highlighting the enhanced security and tamper-proof-
ness of the design. . \

Committee members subsequently visited ECIL. Hydérabad and BEL Bangalore and
inspected the mannfacturing and testing process of the EVM. Discussions were held
in great detail with their engineers on hardware and software aspects of the design
with specific reference to integrity of the voting data recorded in the EVM. and
possibilities of tampering this data . ) _

After the above méeting , the committee, considering the advances in technology
since 1990, made the following initial recommendations:

BEL & ECIL to conduct EMI/EMC tests sud modify hardware (if needed) so
that the EVM design stricily complies with existing standards. C

Introduce Dynamic Coding of Key no’s to enhance security of data transmitted
from Ballot Unit (BU) to Contrel Unit (CU). _

Introduce Time Diversity in data recording to eliminate effects of random nobse. -

Every key press on EVM, even if invalid, be electronically “date~time stamped” -
. and kept as permanent recond (in the EVM memory).

Accordingly BEL ‘and ECI. asked for additional time for () EMI/EMC
complisnce #nd rejiorted compliance to EMI/EMC standards by mid February.
Implementation of points (i), (fif) and (iv) would only enhance dsta security
capability on lines of carrent practi¢es but the operating featwres will remain the
same. It was agreed by the manufacturers that these could be implemented and
that it primarlly invelved some alterations in the sofiware, while hardware
design would remasin the same. Once the software was modificd by the

manufacturers to meet the above recommendations, only 2 detailed check ot_

functional working of the modified EVM would he needed, which EC as the user
could do on is ewn or get done before inducting the upgraded EVMs.

lon f the Uppraded ¢ Vo

mmmmmmﬂormhﬁwbedoﬁdmdhowevﬂuaﬁénofwmemmk
Voting Machine that has been developed and manufactured in the comatry, -

—
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gﬁ it meet the ﬁm&m specifcations o o Election Commission?
mamifactiring quality of a high enough standard to provide te
reliability? ghstand provide aoges
Isthedesignstablcandumpérproof?

The first question (a) is for the Election Commission as the buyu'-usa'toexnnuna

* As for the second question (b) a detailed inspection of the machines as well as the *

mamﬂiactuungprocessatECILandBELshowedﬂmtﬁqmmdeedof
exceptionally high quality. The third question (c) needed a detailed consideration of
all aspects of design. In particular, the following points needed to be addressed to:

REPp P

Canthehmiwaremms CU, BU, Cable sysiem beglﬁe_d_atﬂlesneofvotmg?
Cmthesystmnbemeyadiﬂ'eremmechamm(hmdweorm&m)’?
Can the data be tampered with during balloting in operation?

Can data be manipulated before, or after the voting period?

Can battery Iow occurring during balloting cause incorrect data recond?

' Is correct date-time being registered on each vote in the EVM?
IsﬂxeBVMmupublemeyElemMagmlnmﬁmeﬁ

The Committes addressed these qﬁesﬁomasexplasned in sections below.

The BVMSysmconmstsessenuallyofrhreehardwm sub-systems and ore oftware,
namely: .

a.
b.
c.

If the integtity of original program in the microchip is maintained, end the key .
pressed by the voter on BU is faithfully recorded by the CU, then the election through
EVM will be fair. Firstly the

Control Unit (CU)

Baflot Uit (BU) ‘
Interconnection Cable betwecn CU&BU

E fi‘heCUisthemainnnitwhichmmnﬂdataandcontm]sﬂm-ﬁmcﬁonlnsqf
. EVM. The voter preases his voter choice key an the Baliot Unit (BU) and the

function of the BU is basically to transmit faithfully to CU the key pressed by

voter {i.e. Xey number of candidate voted) for being recorded in the CU

memory. The data is transferred from BLJ to CU through the Interconnecting
Cable. The faithful recording of the voting dota, unbiased and tamper-proof
Junctloning of CU Is critical to the conduct of a fair election. The program
embedded in the microchip in the CU dictetes the functioning of CU. Thus for

' ﬁ;nchonmgofthemtanthewnsaﬁ:mthhddenmmymmely

Thepmgram{soﬁwam) ombedded in thennurochlp in the CU,

Thconmmmoclookcdmtoﬂleposs'bxhwofmmpmnginmpectufeachone‘
subsystems.

of the above mentioned four

~ness of the program is considered. With

tamper-proof-
regard to the technology used andoomplexntymvolwdintampenngwlththsprogram o F
in the micrachip the following obwvauonamrelevant. . -
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The program is bumt into the microchip on a “one time programmable” basis:
(OTP), and once bumt in jt cannot be read, copied out, altered and re-fed into

' ﬂwchipatdl,_ltiscanbeiedomebnlyin'thechip,andthattooun;ydt

manufacuningleveLisseGmtandnotmnembletoanychmmcsomeinmalled
in the machine, _ g : . s
The microchip is allotted a unigue ID (at manufacturing stage) embedded’into
its memory. The ID is a complex code or “digital signature” which can tell
whether the microchip belongs to the manufacturer or not. The code js not
known to any individual engineer in the production. However, it can be
verified on a menufacturer test table that the microchip is genuine belonging to
memanufnom:er.mmanyanempttor_eg]gg&lheCUﬁumsomcotherm

is detectable as the EVM would simply become inoperative, ‘,\

This unique ID mates to the E* PROM (within the CU where ell the voting
data will be stored during an election) aud, the micro-controller, at the instant
of first power-up of CU at the time of manufacturing. Subsequently, the CU
will not function if the ID stored in the micro-controller memory does not
match that in the B PROM. Thus any item to modify the data stored in the B2
PROM by replacing the £ PROM will sutomatically ‘make the EVM

It is noted tﬁat'forbinaingmepmgmmmthvourapmﬁcul'arcmdidate,the-

“key number” allotted to the candidate is essential to be known, and this
information for verious elections o be conducted in the future taunot possibly
be known at the EVM’s man stage. Hence no hias can be
introduced in th program at the time facture of the chip.

instead of a Static Key Code, the I c Coding of key numbers of BU
advised by the committee, enhances secrecy of key no’s being transferred
from BU to CU so any intervention st the connecting cable end Jor biasing

.. results during voting petiod will not be feasible. o

The commitite examined the possibility of & “Trojan horse” sul
being willfully activated after knowing key number allocation to favour a
particular key (i.e. candidate), by activating the “Trojan Horse" through some
4t time of poll. Such entry is vieble only thro’ “specific Key
presses sequence”™ on CU or by wircless signal or CU ports. The former
is' not via as alf “k are {0 be fime-date-logeed {n the

_ as CU not have any high
frequency receiver and datn decoder for wireless, and hence cannot aceopt any
coded signal by wireless. The CU ports accept only specially encrypted and -
dynamically coded data from BU. Data from any other device cannot be
accepted by CU. Henoe data cannot be biased via manufacture stage program
or by wircless command or by some other unit introduced in place of BU

of “Trojan Horse™ by wireless is also ot

during voting. o

Thus for introducing a (tamliq'ed Trdjan homse) program, considering the
nature of production technology of the CU, BU .electronic cards, the only

possible process is to “physically replace” the. CU card by ancther one )

4
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This leaves the question of tampering, with the Inter-Connecting cable between CUJ

énommous number of people at Manufacturer, Election Commission and State
machincly,andisimpmctimlrealisﬁcallys ing. g
L

However, in order to defeat even such a remote possibility the committes
suggests  introduction ofs.naddiﬁonalwal(byECandparly
represcntatives) on the CU/BU electronic card prior to fixation of
candidate key-nos. The Election Commission may consider the feasibillty of

Incorporating this seal In their poll protocol if they regard such an event

realistic considering the level of security provided 10 EVMs in this period, \

'Ihenewfeauueofindicaﬁng the_batterychm-gesmusprecludeépmbability of
lowbnneryomnringdmingbﬂhﬁng.ﬁmifbaﬂmymmwtmlowdmlng
polling, thé E'PROM storage being non-volatile memory is saved and already

stored data is not corrupted. Additiona feature that is built in is the shut-off of

the memory much before battery reaches “brown voltage” condition,

Sieep mode features enbances battery life since even it'EVM'is'aocidm.mllyl L
left ON, then when not being used actively, the the EVM will go in sleep -

mode and this will save battery power automatically.

and BU. This tampering could happen inthreeways:

0.

One may attach & device on top of the cable. This requires skilled operation
andwillnmallybevisibletoachevom.AImesamaﬁme.tthommittee__
hasseenthe_Pollingbooth-amngemmﬂmhwebemﬁnaﬁzedbythe )

Election Commission. The Committee notes with satisfaction that the entire’

cable is in the public view all the time, any such tampeting becomes self-

evident. Further, in case any such device has been attiched to the cable, it will

leave telltale punch marks which can be recognized easily. Therefore this

probability.alss is ruled out by the Committee.

Sewn&muﬂodbywhichthesysamnmay.beinmfemdﬁthisminsdta
device between the cable and the connector situated ingide the Polling Uni.

,:Tﬁsmbeobﬁmed'bynaimphadmmm&wmuﬁonatﬂmﬁmthp
- Ballot Unit is sealed. The Presiding Officer may be asked to exhibit the cable -
" to all the Polling agents and get their certificate to make sure that no device

bas been inserted between the cable and the socket. Once the cable is inserted
andthemachinniuealed,_thiskindof_‘mmpaiqgisimpomible.

Special encryption and dynamic. coding of key no's recommended by the

. Commitiee will further preclude CU from accepting data from any source
other than a valli BU, : _ | : o
‘Any illegal attempt to comminicate with CU s automatically detecied and 2
LINK. enor is flathed on display drawing immediate aftention of the poll

officers. '
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@) The third is via wireless signal injection. This possibility has been excluded by

makingitmandatoryﬂ:atEVMsbeEmMcompﬁantmmndmds.Mso
tthUdmnothavevdmlessreceimordmdecoderandhmmitmnmt
recieve dataﬁnvvirdessooded!siyul.ﬂmemmuﬁcnmhavealsorep@}wd

thqtprqsemeofexqessivcmcams.iamming(inwhichcmeLmK_uﬂmis, A

) reportedbyCU]blrtinnocaseitcomPuearliersbomddm“mrd _

Intlﬁsmanner,thecommittoetoﬂwbcstofim ability has looked into all possibilities
of tampering with the EVM and has come to the conclusion that there is no. way of
ﬂteﬁngﬂwmultsoftheponsbefme,duﬁngmdaﬂcrtbepolldumﬁonmvidm,-

security precautions already in force and additional modifications sugpested byg&
mmmiueeueenfomedmﬂﬂlesmlingmvaﬁoussmgesiaadhotedm.hmeﬁ)rm
rcason the Unit has been tampered, it immediately gives an indication that the system
humnlﬁmﬁomdmdﬂﬁsmmaimasapmmmord'mth:m“mdm

B record can be checked at any time Jater.
Most importantly it is noted that the EVM's are subject to mock-poll validation ot

various stages In front of all party represensatives. This is the best proof of validation

. &f fairmess of the program as well as data being stored inside. The seals are second
" level protection, as give highest level of access Inside the machine only'to the officers

conducting the poll, and the party representatives procedures in fill view of public
and all concerned,, . : _

 'In view of all these factors, the Committec unsnimously certifies that thc EVM
‘gystem is tamper-proof in the intended eavironment when due precautions are

taken. For these reasons, the Committee recommends that the upgraded EVM
with suggested modifications, testing and operating precauntions may be accepted
and put to use. - o S ‘

.Anysyﬂemofthismw:emquimpropu-pmvéﬁivcmaintenm.ﬂﬁnﬂmdsof

thuusandsofﬂleunitsmtobeusedinmymajordepﬁonmdinbetwmtheywiﬂbe
stored for long periods of time. During this period due to attack by vermin, tats,
fungus or due to mechanical danger, the system might malfunction. Therefore, as a

’ 'mvmﬁwmmwcmmmmmmokeﬁmﬁn

39

mnnuﬁcﬁuemmnybeaskedtoqhe&(thismbedoncwyfastthwghavery
ioning as designed

- simple excrciser) and ensure that all the units are

Incidentally, this method will bo checked, by what is called “the self tes2 signature of
Machine® and thereby the Mannfacturers will be able to certify that the Machine is ' -
identical to what they has supplied and it has not been modified or repleced by any |

The Commitiee's mmnreeommmdatwn is that theupgraded'EVany be accepted

, subject to the following:

() EVM's bo EMAEMC compliant '  @EW

(b) Dynamic Coding of Key no's to eahance secuity of data transmitied from -

Ballot Unit (BU) to Control Uit {CU) be introduced. NEW)

-6



L

S

. (¢)  Time diversity in data recording be introduced to eliminate effects of rndom
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@D

(i)
(iti)
@v)
)

{vii)

(viil)

(ix)
™

noise. (NEW) |

(&)  Every key press on EVM, even if invalid, mdale—umestampedandkeptas

permanent record. _ (NEW)

() Additional senlofelectmmccardsmcu BUmaybemI:oduoedbyECtobe
operated just before the candidate-list is declared as per 3.4e. NEW)

(1] Aﬂthems&ummtsamcheohedasamaﬂerofpmnﬂvemmﬁmanoeb&fom'
election and as a matter of abundant caution, to ensure that they are
sat:sfactorﬂyandnocordmgtotheoﬂgmalembed&dpmgmm {

@ The hatteqoondmonshouldbeinMEDIUMoﬂlIGHat start of election as
" displayed on the EVM.

(h) Itisensuredineverypolling-booﬂnhatthecablﬁsﬁsiblealltheﬁme.

(i At the time of the insertion of the cable it is formally recorded by the
Presiding Officer and the poﬂmgagmis,thntmdevieehasbeenmsm
between the cable and the connector _

(i Aﬁerﬂlepoﬂmg,themlﬂeandBalloungumtlsphymaﬂymsPWdformy
mechanical damage, oraaalmtact - _

neo) various O izat]

Iheoonoemsﬁmansefromcomapondenoeplwedbeﬁreﬂlecommmeebyﬂm

Commss:omandthemmufacm«sﬁnmvmnusmtemdpamﬁasmdsﬂmm/
malﬁ:ncunnorlampexmgofE\Msmhsmdasunder T

'Ihelihchmemaynotﬁmehmpropeﬂy

The Machine may be damaged upsetting the Polling prooess

The Machine could be tampered with, and design may not be senure(‘Troijame)
The Machine denies the candidates the right to recount

The Voting machines are biased sgainst the poor

Possibility of false dalntmnsfeulwnngormamgwmdatc in CU memmybe:l’om

or after voting

-Amchenmonmtheform ofa)chmgesmﬁnnﬂ:emhmeaﬁerthmehomof

commmmofb)mwmmemcmnadamm:ﬁmng{aﬂm&%uﬂhe-
votes polled) of the 5 lowest candidates to the favored candidates
AppmhmswnofElecmMagneucmtﬂfemnceaﬁmnngﬂnEVMssmddaMaﬂer
clection but before counting and storing the machines in Electro- magnetically
shielded Faraday cages. Remote signals can be send from a distanoe to generate -
resonant frequency of the circuits and make the machine function in some other way.
PhymalshockEVMmmthﬂmdonbumpymadinmalmandpm‘bﬂuyof
electro-mechanical components to reset EVM or ECU-due to jerk :
EVM could contein the following flaws: Faulty logic, incorrect algorithm, erroneous
Maﬂowmrmcncuﬁdemgn,nuﬁakwmmﬁwmeode,mmﬂhmdmbase
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Machines may not function properly ) o b

. The Machine may be damqged_ upsetting fkﬂf"ﬂ” P"""‘“

While most of these issues have boon addressed to in section 3, they ave again
responded to question-wise below for seke of clarity. _ SR

i

Thisisaquesﬁonbfmﬁabiﬁ&lhemﬁabiﬁgrofmequipmmtdepmdsmﬂmduign,
selection of components, procurement and inspection of components, manufacturing
process, storage and re-inspection mechanisms.

The resuitent failures may be catastrophic or non-catastrophic in nature. The des]
has been perfected over a long period. The manufacturers have confirmed the usage'o
approved components with due de-rating for reliable operation. Then have also got it
certified from agencies authorized by GOI for Standards, Testing and Quality Control
& EMI/EMC and representatives of Elsction Commission reviewed total quality
assurance aspects of the Machine through the Mamtfsctorers, ..

The equipments have alsugonethmughclimaﬁctcst;prwcﬂbedmthemmity
Assurance (QA) manvals. The Committee noted that the failure rates during the trial
In addition, the catastrophic failure may occur because of failure of the Micro-
controller Chip, in which case re-polling may be hecessary. The cases of non-
catastrophic failure cen be catered to by the redeployment of & spare machine.
Similarly the Ballot Unit can -also be replaced with a time loss of wtmost 15-20
minutes in case of a catastrophic failure, T

f

The damage is understood 1o-be physical damaged and the technical consequences of

E such physical damege are as under:
(@  Ballot Unitdamage -

Physically strong and agile people or mentally deranged people may damage
the Ballot Unit which is stationed a little away from the Polling Officer.
(i) in case of catastrophic damage (break in the Ballot Unit into pieces
using hammers etc.), the Baliot Unit could be replaced without
- affecting the polling data till that point of time. : oL
(i) In case of attempted damngc by making one of the switches stuck,
.apparently disabling the other switches, a “LINK™ eror is displayed
which alerts the-Polt-Officer, who can then set right the methanigm;
and in the event he can not set right the mechanism then replacement
a3 an altcrnative is available. S o ' -
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(b} e Unit o

NomnginformaﬁnngetsrecmﬂedandLl]«lKEmrisdiaphyéd. Thcbable
can be replaced.

(¢)  Control Unit demage

IftheCo:mlUnitisdamaged,thepollcmﬂdbcconﬂnuedwithamcond
Contro] Unit, since the poll data till that time is safely stored in the memory
and wrhichcanmtlievedwiththehelpofmanufacm:erinﬁlﬂvisionofparty
representatives. However it shonld be noted that ‘Control Tnit damage -is
equivalent to snatching the Ballot box, and suitable administrative procedur

may be followed, including re-poll as per Election Commission norms, “Ts

@ EMUsmming:
EVMs can be jammed like all electronic equipment. In that event it will -
display LINK error, but no wrong data gets entered. Earlier recorded data
remainsinmandmaahjmrevmsmprwﬂﬁmctiouingaﬁnrjamming_
influence is removed. This has been verified by manufacturers via
independent EMI/EMC certifying agencies spproved by GOL Thus fair
election functions cannot be tampered with by EMI jamming. Reports suggest
ﬂMmaguiuﬂeofmﬁaﬁonneédedw'jmislﬁghaMmemﬁcﬂm

1!

- Machines may be tampered with

This seems to be major issue of concem. "I'_he committee.hus therefore atiached tugh
priority o it and suggested wuys to make the process tamper-proof. -

Since the presently discussed Electronic' Voting Machine is a ‘different type of
cquipment than the traditional batlot box, the possible methods of tempering are
different and have. already been highlighted in the Section 3.2 through 3.9, However
summarily one can say that the major advantage of the EVM developed in India i the

fixed program‘nature of the system. The program is permanently fuged ‘and hence

cannot be read or tampered with even if it can be accessed from other source. Even
_thhn,uamaﬁuofabmdantpmuﬁon,&e-insﬁmmt‘ssignahnemaybemdby
the suppliers before a poll to check that it has not been replaced. An additional seal on
CU,BUcardspﬁoktocandidamkeyﬂlocaﬁonmybcinnmhmdwmthatthe

“card is not replaced (section 3.4 and, in particular section 3.45). _

The Machine denes the right to Recount

On the contrary, the whole process is stored in the memory, and can be dumped
through a Printer to get the detailed picture of voting. With the added administrative .
procedures of the Election Commission to maintain a rogister of the voters in the
sequence of their voting, not only the process of recount fs possible but also

- verification of the recount against any possible tampering is also possible. Each role

_andkgyppushﬁmelWW
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4.5

4.6

Bias against the poor
.While the comment on the bias agpinst the poorasteﬂectedineenainarﬁcles;fi;s
beenmted,meexpc}'iqmeqftheElmﬁonComdﬂssionintﬁdssofardoesym
confirm the same. This is mainly because the equipment is simple and in fact éven
simpler than stamping the conventional Balfot paper to which the voter is alrdady

Possibility of false data transfer aIreffng or erasing voting date in CU memory before
or gfter voling, ' S

" The following is noted by the committee: S \

())  Securjtydueto

(D  The Electronic voting machine is an embedded ;{:t;m with Tused firmware
which cannot be read copied or altered. Dual OM memory with °C
- Protocol with digitsl signature during factory is incorporated so EVM can not
be substituted. :

(ii)  Expert committee hasrecommendedﬂmtlheencwpted code is dynamically
changed by software at each vote cast, so that it cannot be decoded during
time interval between two voles. Therefore, only gepuine BU’s can feed
voting datato CU. . _ '

(i) Data is stored in E? PROM in CU which cannot be physically sccessed as
" Election Officer seals the CU in presence of party representative. N

Gv) E‘PROMiédigimlsigné&;reﬁmhedmhembeddadpm,mdm
CU will not work at all if some other E* PROM was iuseried, assuming that
. despite sealing attempt was made td replace it. _ !

(v)  Data can be fed to CU E* PROM only through BU. Special encrypting is used
in passing dats:from BU to CU. If some duplicate BU is connected the chdes
can’t match and CU will not accept date, LINK eror is displayed. _

A.nyvotecntcredinCUﬂamu@gemﬂneBUhaxan@altimeclockDATE—
TIME stamp. The clock is embedded in CU and cannot be changed by
anybody since ClJ iz ‘Sealed” in presence pearty representation. -
€ii) Dwing the ballot, the voting data along with the date & time stamping with
internal clock {which cannot be altered after start of election) is written in the
- ‘memory location. Hence all entries compulsorily have real time date stamp,
Each key press on CU alse is DATE-TIME stamp recorded. - L

{lli)  Any data fod “before” clection can be recognized by date-time stamp.

0
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(iv)  Any data fed for “mock election™ condﬁcmdi:yElecﬁon oﬂieerinm of
party representative is also date-time stamped. - :

(¥)  Thus any data fed outside the “voting peciod” can be easily ideatjfied by date.
. 'f

(v.i)‘ Themﬁngdsﬁisﬁﬁﬁmséﬁaﬂydsthevoﬁngm#em(ﬂmﬁm

pressed by Election Officer in presence of party representatives at end of -

balloting also is DATE-TIME stamped.)

{vii) Further as each key press in EVM units whether valid or invalid is date-time
. stamped and recorded no activation of a possible “Trofan Horse* by ‘apy
specific key press sequence on EVM during poll can possibly go unnoticed, ' \

(viii) After voting is eompleted, the software dées not peanit to write any firther
data to any location in the memory. Afier the CLOSE operation, the machine
pennitsnnlyﬂledisplayofthemultHemenodam=anbefedaﬂarpo]ling

(ix) The mechine has a facility to transfer the data out to display, printer or
computer only after the result is seen at least once. Even after the issue of the
data transfer command, the machine identifies the rightful gadget before the
transfer of data to printer, computer. The machine has no provision to receive
any <ata from outside devices, other than a valid BU.

-4.7  Apprehension bt l'hfl.-.]b}_-m of @) chm within the machine afier three hours of

commencemens of b} the changes in the machine data fransferring (afier 60% of the
votes polled) of the 5 lowest candidates to the fovored candidates. 3

The EVM is an enbedded and factory masked firmware and all the machings have

. same softwarc & it is not polling station specific. It is based on single transfer vote to
'ﬂlevotedc_andidatea,nhdﬂmsequcnneholdsﬁiomthemnofpollhqlhoendofpoll&'

is not dependent on time. Any system tan be tested randomly by mock poll to

; prove this performanico. Further as each key press in EVM snits whether valid or
' invalid is dat-/fime stamped and recorded no activation of a possible “Trofan Horse"

during poll can possibly go unnoticed

 Apprehension af Electro Magnetic z‘mérfm effecting the EVM's stored data after '
 election but before counting and storing the machines in Electro magneticall
shielded Faraday coges. Remote signals can be send from a distance to generate

Iy
resonari frequency of the circuits and make the machine function in some other way.
(s) .. The quipment has passed EMI/EMC tests as per standards .

() CU and BU perform without mslfunction even when impressed with
elmagwﬁcinﬁfﬂamatlevdsasmquindbyinﬁamﬁomlumdud,hr

* electronic equipment as per reports submitted by manufacturers..

- 11
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4.9

4.10
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() CU aud BU have been su'tgi‘em;l to interference levels much higher than
EMI/EMC standards and verified that mﬁngdamisgotalMandmmng
data gefs recorded during interference. : L

(@ CU & BU can atmost be “ammed” by fields higher than, EMI /EMG
standerds. However, it is impractical of gencrate such high felds at the Ballot
location. Further it is much easier to “break™ the CU and BU s rather than

_ jam it
(e - UndetnocircumstmeemngdataiswredinCUIhroudlBUevenunder_
severe EMI, or already stored datr altered.
(®  CU, BU resumes normal functions when strong EMI us removed, LINK Enbr
is displayed during EMI jamming. _ ' o

Physical shock EVM can withstand on bumpy road in rural areas and possibility of
electro-mechanical components to reset EVM or ECU due to jert.

BEL and ECIL have reported, to cover this aspect, which is a JSS 55555, which takes
care of bump test up to an acceleration of 40 g, It may also be noted that any
mechmical‘opmﬁommmhas‘&&setmopmﬁm",cmbemaﬁmdin“pomr-
off mode” to alter the poll counts inadvertently. :

EVM coufd comain the following flaws: Faulty logic, incorrect élgorﬁhm, erroneous
data flow, error in circuit design, mistakes in software code, mistake in data base.

()  The EVM is an embedded system and all functional checks are pecformed and .

fufly tested before fusing of the software. The fused firmware cannot be read
. and-cannot be reprograramed at all, ' s

(b) Aﬂ-.wﬁwopemﬁonsinmmmymfo]lqw_ed by read aperation verified on
spot. The committec has recommended time- diversity while writing td the .
memory devices. All EVMs are tested for all functions prior to election,
Number of mock polls can be conducted before start of balloting to ensure on .

~ the spot to parly representatives that EVM is fairly recording. Any failure
. liocluding that due to any random noise would be detected and incorrect data
* entry would be automatically rejected, Only-correct data would be recorded, In
case any hardware component results in an inoperative condition, it is detected .
mddisplnyedumonmessagemdukenmqfonlybyeithermﬁng
the offending condition orreplacing the EVM if need be. _ '

vanta f the tronic V chine
Having considered in detail .various spprehensions it will also be appropriate to

| . hi;hligmtbevaﬁquvam_agesofﬁm_mwell.

Possible neduction of time between the time of withdrawal of nominations and
the commencemeal of Polling, resulting in considerable, saving in matters

12
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‘relating 10 mainténance of law and order, candidates’ expenditure on C
~ campaigning etc. L . . .
. ® Considerable saving in printing of stationery and iof of.
volume of Election material. W e « e
- Discouraging booth capture limiting the number of votes thatcan becastinan
hour to no more: than 300 in a booth, thus allowing time for the Law aud Order !
Machinery to take eppropriats remedial action. '
. Thepmvisiunofaprooedwefmcondnctingmock-polltovcﬁfyeorrect
functioning of the EVM before a poll and that too in full public view,
gencrates confidence in the voting community on the fair operation of the
system. o
. Msymmeﬁminalesinvaﬁdmﬁng,whichinsevmalcmisundmtoqq
tobecompmibletothediffereneebetwaenthewinningcmdidmanﬂ‘
losing candidats. :
' The counting time is drastically reduced, and eliminates mischjef gt
~ counting, as well as eliminates the possible building up of tension/disorderly
scencs duting the counting process due to the short time in which the
. counting will get completed with the introduction of the EVM, ,
® _ The entire process of voting is recorded with real time date-ime stamp in
- sequence and is aveilable for anslysis by the Election Commission al a later
date against any contingency. Possibility of the introduction of Mobile
Polling Booths to facilitate fuller participation of people in the election
process. New features introduced in the present proposed EVM’s in tune of .
recent advances, have greatly enhanced capability of conduction of fair
. elections with EVMs.

* Each voto is date-time stamped, so that any attempt at rigging say o slow
S voﬂngorrapidvoﬁnginﬁmiwd-ﬁme,orvoﬁngbeﬂumoraﬂﬂclecﬁpnpeﬁod
.+ isduly recorded in memory. ' -

. ¢ Data on past 20 election including mode clections giving a wnique “history of
use” signature which is unique to each individual CU, and in parlie] the
whole manual record is also available independently with BC, both of which
can be checked and co-related post election, if needed.

kg‘eommﬂdaﬁops )
Recommendations of the committee are given in three parts, namely (i) Design
changes, (if) Polling- time precautions and (iif) Futwristic actions. '

The EVMs shown to the committee have undergorie hardware design change to
-comply with EMUEMC regulations st the suggestion of the commitive. Additional
changes to improve data intogrity have been discussed with the Election Conimission .
and EVM menufacturers as being desirable and feasible to implement which will
however need due software changes to be done in the micro-chip. The EVM would
naturally have to be fully tested after incorporation of thess changes and this testing
should be got done by the Election Commission prior to the induction of EVMs.

Secondly, certain key precautions on EVM ‘use need tobetakénhringpolling
de&mhnnbeenﬁgﬂigﬂedin(ﬁ)“%ﬂhg‘mpmuﬂm“m

-
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machheﬁmwchmgmisMQegMmedmmmeﬁo’h,ﬁdo&npt
ensum“vom-idenmy”whlchisveryimpmt,andismtly accomplished using

.hummjudgement.l'lomvernew technglogiesmemmgingtg be available in free
marhotwhieh-cmhnpeﬁluynddmsmthixissue.hissuggwndin(ﬁi)%

acﬁom”thatmerﬂmeﬁodsofbi&menicidm&ﬁcaﬁonbeinmdmdonﬁalhsis

'-ﬁmm&mmmﬁmofwmmmwmlm,mmm

next generation of EVMSs can be even more comprehensive in ensuring fair elections,

(a).  Preventive Maintenarice; Sample electrieal check of the Control Unit and the

' Lmbmm:tﬁelmén,iti'ssu-onglyfeubymecommimetﬁatwhnetheupmded

L

() Design Changes
(1) EVM’s be EMI/EMC compliant. . . (NEwW) L\
- () * Dynsmic Coding of Key no’s to enhance security of data transmitted from Ballot Unjit
{BU) to Control Unit {CU) be introduced. - INEW)
() Time diversity in data recording be introduced to eliminate effects of nolse(NEW).
(] EmkeypressonEVMevif[nvalid.isdate-,-timeslampedmdkeptas
. (0 Adaiﬁmlsealofeleci:'onicwdsincu,BwaeimduoedbyEc-tobeomed
; just before the candidate-list is declared. (NEW). EC may examine its pro-poll
secuﬁqvanangmmlsofEVMsmdmayinﬁoduoethissealoinfthwaWangmmS '
- cannot be full-proof, (NEW)
(@ 'Pra-p_oll, During-poll and Post-poll precautions
e '_-,l_’m-E_o_]' 1

Ballot Unit prior to the polling. The diagnostic check to be prescribed by the

Mmuﬁctmmmaswensmthattheembeddedprommhasmtbeen
tampered with. - | .
&) Candidate key mumber allocation stage: Prior to this additional sealing of

memrie - oo .- electyonic. card of C1, BU in front of party representatives, (This is a very
stringent step and EC may decide whether it would like to introduce this -

. practice with reference to (€) above).

-

P ime
Inspection of the Ballot Unit/Control Unit as well as the cable at the time of

(@) ;
: the insertion of the Ballot paper by the Retuming Officer with suitable aids to

ensure that duplicate equipment are not used.

@). EBosuring, in every Polling Booth, that th inter-conncoting cable i visible at
' alltimes, = = 7 '

14



(iii)

7.0

Poll
- Carmrying out on & sample basis, recounting ofvominoerwil{booths post poll at an

. e
- -

{¢)." ' Ensuring, in every Polling Booth, that no device is inserted between the Cable-

Connector and the lel:ol Unit. .
'@  Conducting Pre-Poll “Mock Poll” immediate before start of balloting, "

L
4

appropriate administrative level, to act as a deterrent against potential mischief-
makers so as to gencrate & climate of confidence about the infallible nature of

electoral pracess.
Futuristic actions ‘\_\
.B- - ! - !Q . ‘
 Notwithstanding all care taken in design of EVMs and procedures s mentionied n the
report, the process of clection could be vitiated if due care on voter identity is not
 exercised. The present procedure for voter identity verification is man dependent and

its limitations are only too well known to mesit explanation here. The use of bio- -

metric ID has grown significantly in many applications worldwide and the advantages
in its use in an Election process can hardly be over emphasized. The commitice has
discussed the possibility of intérfacing Biometric ID system with present EVMs. It is
fch that several issucs namely choice of bio-metric parameters suitable for large scale
application, costs and administrative logistics, voter D data bank, etc. need more
detailed study and field trials before finalization end introduction. Nevertheless unless
some preliminary exercises are camied out the veiting of these issues would be
impractical. Hence it is strongly recommended that EC motivaves BEL and ECIL to
initiate prototype design and development fowards implementation EVM-cum-
Biometric ID system and trials are conducted to validate the system. For starters,
simply recording voter biometric identity during election could.itself be a strong
deterrent to mischief-mekers besides generating useful trial information required for
The committee after a review of the material presented to it has felt it necessary to
highlight certain very key tonclusions and recommendations as below: - -

() - The basic Electronic Voting Machine developed by MYs. Bharat Electronics

Limited (BEL) and M/s."Electronics Corporation of India Limited (ECIL) is a

Ths security emanates from two very impostant basic factors:

'-(a) 'Iheﬁxedpt_ogram nmlméofthe'soﬂwarew}xichisﬁued into the
' processor.and which is effectively unalicrable. '

:(b)' 'Ihef.aiﬂiﬁﬂmordMgofall'eventsinﬁepmor(ehchonicaﬂy)and'

the ppgsibility of recalling the same with the added (manual)

i5 -
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(iii)

(iv)

(V)

(vi)

< <

“administrative procedures on BU, CU at various stages in public view _

prescribed by the Election Commission which mske available the
séquence of voters voting rendering it possible to verify the recorded
vote in case of any doubt with regard to possible tanpering.

-

With the prdvision of non-volatile memory, auy physical interruption leads to

. the retention of all voting information till that point.

With the system as designed by thcaboveagencieshavingbuﬂt—insecm-lty,
the Election Commission and the Govemment only need to ensure the security
of the equipment, o safeguard the sanctity of the electoral progess. The
procedural safeguards as stated in Section 6.0 should be implemented. -

The Committee wishes to place on record the high level of accomplishments
of the Engineers and Scientists of M/s. Bharat Electronics Limited and M/s.
Electronics Corporation of India Limited in developing an Electronic Voting
Machine vsing the [atest technology. : o "
The Committee unanitnously recommends the use of the upgraded EVMs in
gleclions after due modifications stated in this report. : :
Commiitee also recommends strongly that bio-metric metliod” of voter
identification is pursued by EC and tested for feasibility in large population &
iategrating this sub-system with EVM in future, _

16
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SUMMARY

Electronic Voting Machines (EVMs) were developed and manufacturéd by ECIL and

BEL and supplied to the EC starting from 1989-9C. The regular use of these machines
begen only in 2001. The oldest Jot of 1,50,000 machines have thus been inuse
(although intermittently) for alnost 17 years. The CEC had constitted s technical
committee in April 2007 with the following objectives: . :

(1) To consider whether all EVMs of 89-90 batch be disposed outright

(2) If not, then to work out a method of testing and sorting by which certain
number of the older and less reliable EVMs could be disposed of thereby
having lesser failure rates in immediate future elections. .

(3) To recommend a procedure for gradual disposal of an old batch.

The commitice examined the verious analytical methods for estimating the life ofan
equipment (Section 3); and concluded that these methods including the MTBF
estimation cannot now be applied to the EVM 89-90 production batch mainly because
the technical data on the components used is not now available and also the field data -
on servicing is sparse (Section 4). Further as per the requirement of CEC, a method
hay been jointly worked out with ECIL and BEL to weed out less refiable EVMs,

The methodology to be used to weed out the less reliable EVMs was then considered

by the committee (section 5). It was noted that:

() The EVMs were used only for four years namely 2002 to 2005 in the
elections, wherein BEL and ECIL pre-tested the EVMs before sach-
election. . . - -

() Due to only intermittent use, the components and the cquipment have had
much less than the expected share of use-rolated-stress that would
reasonsbly have occumed were the EVMs in continual use since their
manufacture. Therefore machine deterioration may be sirongly impacted
by poor storage conditions. B

(c) Any method to be adopted for repair of faulty EVMs from 89-90 batch - -

.should give due consideration to issies (among others) of component -
availability and PCB integrity :

Finally, a step by step procedure (Section 6) to weed out and dispose off potentially
mrdiableEVMswassuggestedbytheconmiﬁwinjoiMMMMﬁon\ﬁthBELmﬂ

* BCIL. The main points are:

(@) All EVMSs of 89-90 batch be removed from storage and consolidated in
batches having siimilar storsge conditions. The batches may vary in size from -
500 to 1000 consistent with the criterion of similar storage condition.

(b) Each EVM be iaspected for its operational readiness as per estsblished Pre-
election preventive maintenance procedures. L

(c) Bach of the manufacturers, BEL and ECIL will find -out the overall current
failure percentage FP(net) for the EVMs manufactured by them in 1939-90.



.

(d) The failure percentage FP(batch) will be computed for each batch
(&) Any batch having FP(baich) > 2xFP(net) be outright rejected, as these are the
batches wherein eavironmental poor storage conditions have caused more
damage than average. In batches wherein FP(batch) < 2xFP(net), the EVMs
that are functional beu'sedinﬁrtmeelecﬁons,buttheonesw-cfomd
faulty be rejected. .
The comnittee slso suggosied (Section 7) that fo the newly manufsctured EVMs the
following steps be followed: S . :

() The manuficturer related MTBF data on components and, ficld data on
servicingmdﬁmeofactumlpsagebeshicﬂynﬁnmined,sothatscienﬁﬁcaﬂy
aocepiableMTBFsamvmrkedouLnndwriﬁaoﬂ‘asperpwniﬁngpmcﬁeesin
future times be followed. - -

(&) Adequate stock of spares be preserved. '

(%) Packaging and storing of EVMs be made more secure from environmental
influences. - ' :
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1. Background

The Election Commission of India vide ils note of No.51/8/16/2007 PLN-IV
(Disposal)’1460 of 10-407 intimated that they have been advised by
manufacturers of EVMs (namely BEL and ECIL), that the life of E¥Ms.is about
- 15 years and that it is risky fo use machines older than 15 years okl in future
-~ elections. Thus both have recommended disposal of the entire 1989-90 batch of
1.5 lacs EVMs made by them. . | .

The Commission expressed its concem that 2 huge amount of money (Rs 150.
crore) from public exchequer was spent on procurement of 1.5 lac numbers of
EVMs. Hence it would be unjustified to throw away esch and every EVM of 89-
90 batch simply on one single criteria namely, that a period of 15 years as’
“estimated” by BEL and ECIL had clapsed,

The Election Commission vide its above reference constituted a Techmical
Committee comprising of Prof. P V Indiresan, Prof. D T Shahani & Prof. A K
Agarvala to give its Opinion on whether EVMs of 89-90 batch have become

unusable.

The Committee felt that it needed to discuss with CEC and his senior colleagues
the detailed nature of queries the Commission had in its mind so that these could
be adequately addressed to in its study, In the meet with EC members, the
Committee clarified that the period estimated as MTBF (Mean Time Between
Paihire) doe$ not mean that all equipment comresponding to an old batch will
suddenly collapse if used beyond MTBF period. Usage beyond MTBF period -
implied that the percentage failure that may be encountered is likely 1o be more
than the average percentage failige in the pre MTBF period. In past, failures did
occur in EVMs during election and the faulls were attended to by keeping extra
units ready at hand. There kas also been not a single report from ECIL and BEL
that Election Data was “lost or modified” on account of failwre of any EVM.

The CEC clarified that while reliability calculations indicate that a particular
percentage of EVMs might fail, what the Commission was inferested in knowing
was whether the Committec could help in identifying a process of testing or
sorting the' 1989-90 EVMs wherein the “weaker” of the lot could be identified
and removed from use. This would on ane end give increased refiability in using
the batch in immediate future, on the othes hand it will st in place a mechanism
to replace the 89-90 baich over a period of time. Further, considering that the
process of procuremenit and disposal of EVMs is continuous, the Commission
*_ requested the Committee to suggest guidelines for replacement of new EVMs that
may be procured in future, _



2. Objectives before the Techrical Commitice’

(1) To consider whether all EVMs of 89-90 batch be disposed outright
(2) Ifnot, then to work out s method of testing and sorting by whicheertain

number of the older and less reliable EVMs could be disposed of therchy

having lesser failure rates in immediate future elections.
() To recominend a procedure for gradual disposal of an old batch,

3. Brief Sarvey of Methods of Prediction / Estimation of Reliable Lifetime

Failure is the insbility of an equipment to pecform its ‘intended function.
Reliability is the abillty of an equipment to perform its intended functions in the

. -2ntended envivonment for the specified period of time. Relisbility of an cquipment

is a matter of concern to everybody, be it a critical mission or the dsy to day
mundme” work of a commoner, Understandably there is great inferest in
predicting or estirasting useful (read reliable) life time of a product, Many
methods have been developed over years to amive at this magic figure,

One should mention here ﬂmuhm-arctwodiffe;mtwaysofarﬁvingatuseﬁd
life of an equipment. One is e method that uses information like life-cycle of
individual components under stress and the architecture of the overali asscmbly to
predict service lifetime of reliable operation, The other is to use field data of

mepmdudjasdmebymchhgmdmhﬂmmeeuﬁtofaowmy)md'
wﬁmntelhcﬁiﬁbpeﬂodofmeaﬂerwhichfaﬂumbeoomemorcﬁequm This

method vses actual reliability performance observed on field and should be used
viherever possible. - : :

It is important to recognize that predicting useful service life of product strongly
reliuontlmabili[)rofmannﬁwhmlopmducegachpmtwith great repeatability
50 as not only ¢o deliver the same function / valve but also, age or degrade
identically. This indeed is & tll order, but in mathematical modeling such
assumpﬁmaremuﬁnelymade.Ofoomemoreﬂtperfwﬁoninmdmﬁon
Pprocess more-the correlation of actual performanve with the prediction,- _

Ihpmcﬁeeonlyfo:cﬁticalmission_sisﬂ:c production process of components and
quality adherence made stringent enough to lend: itsalf to reasonably accurate
- mathematical modeling and so, make lifetime prediction a credible business. In

- most situstions a similarly carried out production process (both at component and
assembly level) by different manufactrers leads to widely varying reliabiiity of
final products. As a common consumer, one is only too familiar associating
reliability with a particular brand nzme and that oo for vety genuine reasons

Therefore understandably the various methods used for prediction / estimation of

reliable life time of equipment have fallen to disrepute as ofien we only see actual
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. life realizations widely different jrom predicted ones. But the fmult is not of the.
model of prediction rather of the choice of inapplicable assumptions in the model,

Another issue is the misinterpretation of variety of terms that have come to be
useqlwithdiﬂ'emntmethodsofpr'ediction. A typical case is the common (and
undoubledly incorrect) uwderstanding of the term MTBF: (Mean Time Between
Failure). The misconception is that MTBF corresponds to realistic service life of
the equipment. The reasons are that the model used to compute MTBF assumes
many factors not only to do with quality control (which perhaps a good company
may actually adhere to) but also to the posr sale use of the product by the
consurner which is indeed very hard to predict. A model will wark only to the
extent Its assumptions are valid. Further, whether the MTBF figure is estimated
from field data or predicted from purely theoretical considerafions is also ap
important factor which determines its credibility. T

I would syffice to close discussion on the above point with the observation that
Jor a company which has long existence, and has sufficient field data on similar
products it should use more of estimation than prediction of reliable life time of

- iis products as field based estimation truly reflects the extent of achieved quality
control and also actual patiern of use by customer. The anomaly of. the same
product having different reliability on account of being manufactured by different -
companies js also resolved easily with logic stated above. .

Some of the earlier' and more later developed life prediction’ / estimation
techniques are listed below for completeness of report. One'of the earliest
prediction methods is MIL HDBK 217 (now less utilised) which used parts count
based prediction and parts stress amalysis prediction methods. Telecondia
prediction model SR 332 (2001) uses many of MIL 217 methods but alsq reflects
field expericnces. HRD (Handbook of Reliability Data) covers more devices than
MIL 217 but has lesser incorporation of field experience. Reliability Block
Diagram method examines the location of 2 component in the system and tries fo
relate its influence on overall reliability. Markov model represents the system by
varidus states it can assume (state graph) and includes failures as possible states
the system can assume. FMECA (Failure Mode Effects and Criticality Analysis)
dwellsuponﬁaﬂummodeunalysisofﬂ:epmduct,andcanbemedto_prédict
reliability excopt that modeling data needed by it be difficult to get. Fault Treo
analyses path of failure event down to component level, but fault data needed by
- model is difficult to get. HALT (Highly Accelerated Life Testing) establishes
time taken to take a product to its breaking point by subjecting it to high but
carefully controlled strosses. :

It should, be bome in mind that many of the above methods have the goal of
improving product design during design cycle by using predicted life time rather
than of actually providing realistic lifeti :
Religbility estimation techniques that use ficld data to estimats life time either
direct data on the specific product (if available) or rely on field data of other
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similer products made in past. Since this calculation is based on actual events, it is
reflective of actually achieved quality assurance by the company and realistic usc
patiem by the consumer. Estimation of service life by this method is more
rcalistic than predicied values.

TR
For oblaining @ meaningfisl estimate of reliable lifetime of the 89-90 batch EVMSs
the commitice felt that as the EVMs were manufactured under high quality
assurance standards at BEL and ECIL, the data needed for the mathematical
prediclive model is definitely worth considering. Further as the EVMs bave been
in field in active use for many years, the esimate based on actual servicing
experience over the years ie. the second method should also be definitely

attempted,
4. Estimating Usability of 89-90 batch EEVMs from Standard MTBF Modcls

. The Comnittee examined the possibility of predicting and estimating MTBF. of
theEVMsbythem'omeﬂmds.asgxplainedabove. . o

Predicted Mean Time Between Failures ‘(MTBF) as discussed is an important
parameter for estimating useful life of equipment. For equipment that follow a
well defined quality control regime in procurement of specified quality
components, closcly controlled and audited manufacturing and inspection
processes, the cstimation of MTBF of manufactured equipment from the MTBF
. of individual components‘is a scientifically accepted practice. As BEL and ECIL

. have reported high Quality Assurance standards in EVM manufacture Committee
+ first examined possibility of applying the prediction method. o

-T'hﬂComnﬁtUeerequastedBELandECI[. (vide Appendix ) to submit data on
~ various aspects of EVMs e.g. MTBF of various components ag available from"
' manufacturers, manufacturing snd quality assurance steps, utilization liours of the
equipmmtinpastl?mservicingrwordsm.mﬁrasmmufactuﬁngpm
is cancemed, the details were provided by ECIL and surnmarized in Appendix I,
. ﬁ'omwhereitm'idmuhatahighqualﬁyofpmducﬁnnandqmﬁlyasmcehas
. been followed by BEL and ECIL. . “ _

However in respect of numerous other informetion (asked vide Appendix I} the
commiticc was informed (vide ECIL: GM (IT&TG) 29-5-07) that a) in respect of
MTBF data, they have not preserved all the needed comnponent date as of 89-90
babchmrmesameiscummlyamilableﬁnmmanufaaunmasnmnaous
components then used are not under manufacture currently, and so only part data
. is available. Purther in later discussions the company reps intimated that (b) data
on detaild hours Jogged in by EVMSs is-not available but only number of
elections in which they were used is available, -

Instead however BEL and ECIL submitted a jointly prepared report, “Stady of
Reliability Degradation of EVMs of 1989 Batch” (dated 24-5-07) in which MTBF
prediction for EVMs of 89-90 batch was computed by them based on some

4
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assumptions regarding (s) missing data on reliability (or MTBF) of mmpohenw

and (b) actual field usage of equipment.

The Committee was of the view that in the first place most of the electronic solid

staie components had an isherent MTBF very large compared ta,the elapsed
period (of 17 years). Also that the EVMs were actively used in efections for short

petiods of time in @ year. This was apperent from the alnost nil aumber of

ﬁilﬂmsﬁlthwecomponmmﬁomtheserﬁoe!;epai;mpoﬂsavaﬂableonﬂmpast

EVM batches. -

In consequence the MTBF in EVMs would therefore be dominantly decided by
thcmak&stﬁnksnamelymehuzzm,mim-sv&tchm, connectors, cables that had
moving parts, were not bermetically sealed and were: amenable t0 mechanical
wear and tear and environmental degradation. : ' -

The Committee is of the view that with both (@) complete information on
manufacturer supplied component MTBF data, needed on these very devices
being not available, and also (b) the actual service hours of use of EV¥Ms not
available, the prediction of 15 years MIBF of EVMs with assumed figures as

. done by BEL and ECIL was noi really an appropriate exercise.
" S0 if the MTBF of 15 years as worked out by BEL and ECIL were to turm owt

correci it would be more on account of chance rhanco:fecrurgqﬂafdow_

. procedures. |
Considering the liaitations posed by lack of data on the prediction method, the

Committee then considered the possibility of using the estimation method by
using field data of operational experience on EVMs, in terms of number of
failures, types of failures, failure rates etc. The idea was to work out Jailure rate
versus usage fime and see if the “bucket curve” of failure rate could be worked
out and then examine if 17 years comesponds to the point of cccurrence of
increasing failurc rate in existing batch of 89-90 EVMs. In this context the
Commimceposedmoﬂ:crsetofqueriestoBELandEC]I.,asperAppendixlﬂ

(whiﬁh basically is a subset of Appendix I).

A summary reply from BEL is enclosed as Appendix IV. The servicing / failure

(&) As per Ttem 1, that 2.5% of EVMs over a period of 15 years (2005) were

' considered unserviceable since their inception in 1990 .

(b} As per Kom 2, no mecaningful ailure mie versus service period could be
obtained as EVMs were used only for four years (2002 to 2005) during 15 year
peziod 1990-2005. The limited record on faifures (per year or per election in the
year) encountered in elections between 2002 and 2005, is not sufficient to. -
construct a reasonable failure rate “hucket™ curve. Thus neither the average failure
tate duting mid of 17 years period could be evaluated nor the threshold of
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occurrence of higher failure rate could be identified. Thus validating that 15 (as

- predicled by BEL and ECIL) or 17 years (as of now) period from due of

rmanfacture of EVMs corresponds to the MTBF could not reasonably be verified
Jrom the data provided i B
rxpap

Hence the method of estimgation from- field records of servicing cannot be
reasonably be applied 10 the $9-90 E¥M batch 1o arrivé thelr MTBF

(c) All that one can observe from the servicing data provided by BEL, ECLL. js
that during 11 years of storage and 4 years of use, about 10.5% failurey in al]

(0) An examination of typical faulis shows that major faitures were due 10 micro.
Swisches, buttons, toggle switches and buzzers which is ordy fo be expected and

{¢) From Hem 3, no failure on account’ of capacitor has been reported (or not
recorded). Yet, contrary to this actual observed field experience (or Jack of
maintaining data on servicing) on capacitors, & risk priority number of 6 (on: scale
of 10) has been ysed on capacitors in another theoretical computation (FMECA)

The Committee concluded that due o hck‘ of. ilgmciem'ﬁeﬂ data on the 1989-
99 batch of EVBMs, the standard methods of predicting or estimating MTBF
could nol be reayonably used,

. In this context an additional method needed to be worked out to determine
- wsability of the batch. : - .

. Method Recommeaded for Determining Usability of 1989-50 batcl EVMs
In arriving af an acceptablo method to determine usability of 8990 batch EVMs.

" for elections in immediate future, the Committee remained in’ regular touch with

ECH,andBELdmingApﬁlandJune,mdﬂlemwereﬂlreemﬁngs,qneinApﬁl
(Hydrabad), and two in June (at IIT Delhj and Banglore respectively).

The Commitee made its reservations known to ECIL and BEL on their MTBF
estimatcs and suggested that the both ECIL and BEL work out some method of
weeding out the less reliabl: EVMs.



R e
al N

&t was agreed in the joint meet of 29 June. chaired by Prof. P V Indiresan, that the
Conumnittee members and scientists from BEL and ECIL will Joimly work out a
mecharism to check (a) the reliability of the existing 89-90 baich EVMs, and (b) a
test procedure to weed out the less reliable ones, giving due considerations to the

Jollowing factors observations drawn from field records:; —

(a) The EVMs though made in 1989-90, were not used for many years till 2002
due to resistance from some legislatures, and s0 were merely stored for the
first 12 years. It was recognized that if a newly designed product (as heppened
with the 89-90 batch of EVME) is put in cold-storage in this manner (not used
for 12 years), the intercst of the design teams would diminish, the teams
would disperse, and much of the ‘initial data that would otherwise been
collected and preserved would be Jost, This fact accounts for the non-

" availability of all data needed for prediction of MTBF rather than any
mnissiononpanofmanufacmmudwhnwanexcellenthmkrecmdnﬁdin ’
fact have shown tremendous fmutudeandmnovahonmmmntammgﬂw
EVMsomallthmymrsdes-pitehwvyodds._

'(b) The EVMs were used only for four years namely 2002 to 2005 in the
elections, whercin BEL and ECIL pre-tested the EVMs before each election,
andmnnyoftheﬁﬂtsﬂmtarcrepomdbythemweredetwtodandrepairedin
this period. This accounts for the non-gvailability of crucial failure rate data
during the first 12 years, rendering limited field data inadequate both in the
quantum and format to estimate MTBF from field performance, .

" (¢} Further the long period of dis-use of EVMs points at the fact that the
qompmﬁﬂiiandtheequipmenthmmuch!mﬂmnthcuipecﬂedahmqfuse—
related-stress that would reasonably have occurred were the EVMs in

cmﬁnuduseinehcﬁmssincethei:mmm.ﬂgthm&gmamble 0

#i
g ooeur in such g situation are not ikely to be

‘depending upon the storage condition af the EVMs.
(d) In considering attempting any repair actions on fauity EVMs (of 89-90 batch)
- one has to bear in mind the following factors, limitations and possibilities: :

()  Numecrous componenis then wsed are not available today
{Appendix IV} '

(i) In -comsidering de-soldering / soldecing actions in part
replacement the retention of PCB integrity will be in quesrion.
S0 no soldering action on PCBs be undertaken. _

{iif)  The original ATEs (Automatic Test Equipment) for these EVMs
is not available, In addition for any fault so detected, restrictions

. (1) and (ii) above are likely to inhibit corrective actions.

(i) However cables between CU BU are amenable to replaceent
and that should be liberally done, _

(v)  Switches not directly soldered to PCBs may be replaced where
needed. S
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(v) . Similaddy any mechanical chassis parts could be ieplaced where
available ' ' '

(vii)  Jnspection procedures applicable 1o defecting degradation of
Paris from poor siorage conditions should be intensified,

(viii) As storage conditigns Jor thousands of EVMs stored will not be

- ddentical so0 the degradation occurring on account of poor

storage will not be same. Hence the remoral of EVMs from
present storage spoces be done Witk extrems regard (s
separating them. in butches that might bave faced Similar
abuse in poor storage e.g. units on the floor, near walls may
experience high humidity due o likely presence of water
seepage. These should be segregated separately as a batch, In
this way batches be segre ated to the extent possible based on
careful visual inspection or any other suitable indicators
marked for future reference and actions. :

6. Recomutended Methodelogy for Weediug out 1989-9¢ EVMs for Disposal
" Based on aBovethe following procedure for weeding out is recommended:

() All EVMs of 8990 batch be removed from storage and consolidated in
batches as per 5{d)(viii). The batches may vary in size from 500 ¢o 1000
consistent with 5(d)vii). -

(b) Each EVM be inspected for its operational readiness as pet Pre-election

" preventive maintenance procedures being followed in past subject to 5 ()
through (vi) . - : -

(¢} However prior to the test, ali keys and switches be randomly operated for few
tens of times, . - '

(d) Each of manufcturers, BEL .and ECIL will find out the overall carrent.
failure percentage FP(net) for the EVMs of their respectivé manufacture
without includéng problems as 3{(d) (iv), (v) and (vi) in the failure count,

(c) The failure percentage FP(batch) will be computed for each batch as defined
in 6(n). .

(f) Al EVMs in Batches baving FP(baich) > 2xFP(net) be outright rejected,
these are the batches wherein mﬁmﬂmenhlpoorstomgewndiﬁons have

PR

(g) The procedure could berepee;ted annually or as opportunity comes énd further
mjections continued till the 1989-90_ batches are completely disposed off.

7. Recommended Methodology for Newly Made EVM;

maintained, so that scieatifically acceptable MTBF are worked out, and write
oﬂ‘asperprenﬂingpmﬁminﬁltmetimabefollowed. '




(®) Suitable percentage of spares as anticipated Jrom MIBF dota on /(2) above

- is preserved so that obsolescence of parts does not unduly shorten aitainable
service life time of the newly manufactured EVMs. : - :

(c) Peckaging and storing of EVMs be made more sccire to ruinimize storage
reiated demdaﬁon. . - .




A. Circuits & Parts

1.
2
3.-

PN

o

1.

12,
13.

14
15.

Appendix I
MIBF Related Information Asked for 1939-90 Batch of EVMs

Detailed Circuit Diagrams of CU,BU

Detniled Parts List & Manufactuers

Manufacturer Specified Cycles of Usé and shelf life for all
Electromechanical Components (switches, connectors, cables etc.) .
Operational Ratings, Maximum Ratings, Shelf Life & MTBF as given by
Mamufacturer on all solid state active components

Opeational Ratings, Maximum Ratings, Shelf Life & MTBF as given by
Manufacturer on all passive components
Shelf Life of “all other” miscellaneous parts / materials used

List of parts that have become obsolete az of 2007

Nunber of Solid State parts Replaced while servicing in previons 17 years

- Number of Passive Components replaced while servicing in previous 17

years “component wise” .- _
Manufacturer guaranteed logic levels (voltage), rige, fall and propagation
times of digital components used. - . : :

List of components that may have been replaced in subsequent batches
(1990 10 2000) either on account of obsolescence or reliability. Data as
above on replaced devices, D _

Last batch of EVMs manufactured confinming to the design of 1989,
EVMs of 1989 design and make manufactured and supplied between 1990
and 2000 (numbers - year wise). - . : - _
Nunsber of EVMs declared unserviceable (year wise),

- List of faults in EVMs in decreasing order of ﬁequencybfommcc

B Manufactaring Process, Quality Tests, and Pre-&-Post Delivery
Taspection . :

1.
2
3

Specify manufacturing process used for the 1989 design and make
Pre-qualification tests on PCB, its insulation & mechanical strength

List and specify Post-fabrication fests on PCB like cutrent capacity of
conductor lines, cracks, PTH, and electrical integrity,

List and Specify pre-qualification tests on component batches procured
(active, passive and electromechanical components)

List and Specify Pre-delivery elecironic tests ke voltage levels,
waveform (timings), on wired PCBs, along with recommendad corrective
action for expected faults, .

List and Specify Pre-Delivery for processor and memory chips and
corrective action, :

10
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10.

11.
12.

13.

i’

Detailed PCB Layout with line spacing and thickness.

List and Specify pre-delivery tests on PCB wired electromechanical
components (inclusive of cables and connectors) and corrective measures.
Lis!and'Specil} Post Delivery Tests on items B 5,6,8asneededin
servicing and maintenance and recommended corrective mearares,
Listand Specify Preventive maintenance checks and tests inclusive and
additional toB9mdrecommmdadcorrecﬁvemeasures. _

Give Trouble shooting charts on CU and BU of 1989 batch EVMs,
original and any revisions during 1990-2000 period, as well as
recommended comrective actions for faults cocountered., :

Submit plan and its revisions for maintaining inventory for atiending 1o
faults in 1990-2000 period for the very large number of EVMs supplied in
this period. : . ,

Specify “Time of Repeir at Factory” for most commor: fanlts observed on

- EVMs (inclusive of diagnostics)

Specilyrecommendedpmcedumas advised to client for long term
storuge. - g

1n -




Appendix IY
Quality Assurance Proced utres / Parameters for 89-96 liatch EVMs
The only two manufactirers for 1989.90 betch BVMs namely BEL gng EVMs
(both PSUs)as pet their report follow high ards in manufactre of EVMs
Commensurate with My, standards. A few of the key quality assurance procedurcs
aspertheirreportsatelistedbelow(takmﬁomEClI,docnmgnt): -

. Inward Inspection of Components for CU and By

7]
|
I
.9

S1 No, Component Sampling / Inspection Plagy
1 Resistors One compopens per ree]
2 Capacitors do
3 Crystals C “AQL 1.5% _
4 EPROMS, ICs Sampling / Functionality
5 Buzzer AQL 1.5% o
Connectors AQL 1.5%
-Cables 100% in Test Jigs
Switches - AQL 1.5%
LEDS /Displays AQL 1.5%
g PCBs 100% Visyal

o1 _ Cmes./Covegsem. 100% Visual

Paily (internal 3 party) audits of various processes like PCB Baking, Therma
Shock, Anti-statie Tacasures, Mechanical Assembly, ATE e,

12




These are performed to check ability of equipment to work in intended
environment. They include vibration, high temperature, damp heat, low

- temperature, bump test etc at one in ten thousand sampling.

Remarks: The 89-90 batch EVMs as per BEL / ECIL reports were manufactured

_ with high quality components, using high standards of inward inspection, tightly

controlled manufacturing processes and subjected to quality assurance processes
commensurate with MIL standards.

13



Now

o

Appendix ITT
Medified Information Requested on 89-90 batch EVM
Written OFF Units: Of the 75,000 units each supplied by BEL and-EQIL, the’

number of EVMs written off till date. y
Record of Servicing: Action taken on eath pair: For period 2000 onwards

‘given. For petiod 1989 to 2000 to be given: Request to give data in proccssed
form. . '

Post Delivery Trouble shooting Chart: To be given, inclusive of remedial

measures.
Cycles of Use/Shelf life: To be given for all electromechanical and

mechanical components (micro-switches, toggle switches, stide switches,

Capacitors: any issue of replacement to be brought to notice.

Obsolescence: List of Parts, ) :
ATE: Possibility of using present ATEs with “bed of nails” and program

Pre-Delivery Tests on sysiems: ECIL has given, BEL to give. _
Pre Delivery Quantity checks: On components, waveforms, memories and
electromechanical components (for 1989 design), -

0. Preventive maintenance procedure.
1 1. Tum Aroynd Period for repair.
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Appendix IV _
Points.clarified by BEL as per Ou of Appendix III

L. Written off EVM 1989 Units till date; 75,000 S —
As per records 1304 EVMs-1989 have been declared unserviceable.

- 2. Record of Servicing-actions taken for scrvicing:

UP2002- 475
HP 2004 29
UP 2004 5654
UP 2004 604
UP 2005 1216
Total 7978
Major Problems: }
1) Doors Dﬂma,ged 154 ~ .
2) Buzzer 142
"3) Topgle Switch 118
4)  Buttons 203
5) LEDs _ 52
6)  Displiys 87
7}  Microswitch 238
8) Lipk -Error ot
9 Connectors Damaged 32

Loy

Post Delivery Trouble shooting charts are included:

Major remedial measures -
1. Change of parts as listed in (2)

4. Cycles of use of Electromechanical/Mechanical Componentrsz

Microswitch 25000
Toggle switck 10000
-Slide switch 2000

[ QLW . FURS L
g
g

Mechanical components- No life specified.

5. Capacitors-Any issue of Replacement:
No records of capacilor replacement

15




. Obsolescence List of Parts:

11 parts obsolete which includes critical parts like micro-controlier and
EEPROMSs. . _

- Automatic Testing - Possibility of using ATEs to check 89-90 haich:

Present Agilent ATE can be used for EVM 1939 with modified bed of nails
and modified program at an additional investment of Rs 10 Lacs.

- Pre-delivery Tests on sysiems;

Tests are carried out as per the “Production Test Procedure” and “Acceptance
Test Procedure” of the company.

. Pre-delivery Qualify checks:
1

Qualification Test Plan for Electromechanical components before
approval of components, '

2 Qualification approval of EVM before production.

3 ESS Plan for manufacture of EVM (100 % production)

4 EVM Quality Plan-Sampling Daily. '

10. Preventive Maintenance Procedure:
- All EVMSs checked before Elections.

I1. Turn around fime for repair of 89-90 batch EVMs:

100/day if a servicing line is sct up
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REPORT OF THE TECHNICAL EXPERT COMMITTEE. (2013)
FOR THE TECHNICAL EYALUATION OF
THE UPGRADED 2006 ELECTRON{C VOTING MACHINE

Introduction )

1
_ Electronic Voting Machines are successfully being used in our Country for over a decade.

Election Commission is confident about the accuracy and tamper proof nature of EVMs used
by ECI. Election Commission has decided to procure some more EVMs for usc in the
forthcoming Parliament Elections. After the Jast batch of EVMs produced after 2005, there
have been suggestions for additional features from stakeholders. There have been also been
several advances in technology since the lost model of EVMs was developed. In view of the
sbove the Commission has asked 1he Manufacturers to present their proposal on upgrading
the 2006 EVM and present it to the Technicul Experts Committee who will study the proposal
and make suitable reconumendation to the Commission. This report summarizes the main
recommendations of TEC.

A bricl referral and summary of recommendations of earlier TECs have been provided to
bring out continuity of approach and vompletencss (o thie repmt.

Background ef Electrenlc Voting Machinc (EVM) -

Introcdhgtion of EVM in Indiau Efection system

The use of Electronic Voling Machines (EVM) in the [ndian Election Sysicm owes ils origin
1o the Election Commission of Ingia (ECI) puing forward this iden in carly scventies, Two
major public sector inlustrial enlerprises namely Ms. Electronics Corporation of India Lid.,
Hyderabad and M/s. Bharat Electronics: Ltd., Bongalare, having proven credentials in
electronics design of high qualily, were asked by ECI to design and develop suitable version
of the EVM for use In elections. In 1982, 1the EVMs were introduced in 11 constituencles and
put ta use, The experience with (hese first EVMs was satisfactory. :

ommi o0

Refore inducting wse of EVMs on a lorger scale, the Electoral Refonns Committee {ERC) set
up in 1990 felt that the EVM be thoroughly reviewed for it being tamper-proof and being
completely complint to requirements of Election functions. Towards this the then
Department of Electronics af request of ERC, consfituted an expert commitiee to carry oul the
technical evaluation of EVM for examining its functionality and any susceptibility to

tampcring.

This expert committoe in 1990 ufter a thorough review of (he design, manufacturing, testing
processes and operations. recommended accepting the EVM's while toking cerain
precautions so thot the EVM is easy to use, is mgged, well mainiaincd and cinnot be
tampesed with. Some key observations, recommendations and precantions in the report are;

o Committee notei that the program embedded in the device is completely fixed and
unalierable, and therefore, thete is no méans oF uccess by which the system can be

. modified from autside with intention of tahpering. C
o Carry out Preventive Mainienance chetk of the Contrat Unit and the Ballot Unit by
manufacturers, prior to the polling, and ensuring thit duplicate equipment are not

used. .
Inspection of the Ballot Unit, Cantro} Unit as well as the cable a1 the time of the

insertion of the Ballot paper by the Retuming Officer with suitable aids to cnsure that
duplicate equipment arc not used.
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o Ensuring, in every Palling Booth, that the inﬂemnnecling cable between CU und BY
is visibie at all ttmes, . -

o Ensuring, in every Polling Booth, that na device is inseried between the Cable.
Connector and the Control Unit.

o Conducting Pre-Poll “Mock Pojj" immediate before start of balloting to verify il
EVM is performing camrectly for all the Election functions,

Y4l ie_ 6

Based on experienco and fecdback gained from extensive field use, the Election Commission
asked BEL and ECIL (o introduce additionsl features, to further the cauge of reliabifity and
tamper-proof working in the new EVMs 10 be manufactured, Thye Election Cosumission also
S¢t up a technical oxpert commitiee in December 2005 to examine the proposul of
Manufacturers for upgraded EVM's before its manufacture and use in ¢lections. The expert

" commitlee held numeroys discussions with manufacturers (BEL ‘and ECIL), looked into the

operation of EVMs, visiled the Premises of manufactures 1o inspect the quality manufacturing
fucilities, and also asked them to conduct additional 1ests on the Proposed EVM;. The expont

The expen committee, recoinmended the continumtion of the basic technology of one time
programimability used in Indian EVMs, precaurfons suggested by the 1990 expert commiteee
ond the administrative procedures followed by the Commission, all of which had Proven their

received by Commission on EVMs, new features recommended by Commission and the .
advances in lechnology, the expent commitiee suggested features additional to the EVM ui
follows;

o EVM’s be EMVEMC compliant. ' :

o Dynamic Coding of Key no's (o enhance security of data transmitted fram Ballat Uniy
(BU) 1o Contro] Unit {CU) bz introdyced. - _

o Time diversity in data recording be introduced 1o elimjnate eifects of random noise

# Every key press on EVM, even if invalid, is date—ime stamped and kept 4y
permanent record. Every vote be storsd with time and date stamped electronically.

o All the EVMs be checked by manufacturers s a matter of preventive maintenance .
before election and 88 a matter 6f abundant caution, 1o ensure that they are working
satisfactorily and according to the original embedded program.

Public debate on EVM: 2010
In 2010 a certain amount of public debaje on EVMs took place,

To understand the cancerns “bettcr, the Commission announced that anybody could come to
the Commission premises, give their views, and any one claiming that ECMs coyid be
tampered with, to come to Commission and demonstrate publicly any claim of tampeying the .
EVM by doing so In front of everybody i the Commission.and 1o the expert commiltee. They
could also suggest additional features.




This exercise was continued for over six months, bul no such demonsteation of actual
tampering of EVMs could be made by enybody in the Commissions premises. The
Commission took feedbacks of all concemed and suggestions from those who vigited the
Commission during this exercise.

Two cvents resulting from these interactions are significant to mention:

One of the EVM aclivists group along with some scientists from abroad had published n paper
on the Indinn EVM. Despite claims made in the paper, no one came forward 10 actually
demonstrate to Commission (he claim made in the paper of bring able to tamper with the
EVM used by Commission. Significantly the paper could not show how. the EVM units
(having OTP chip) could be reprogrammed lo introduce a Trojan in an existing chip in ihe
existing EVMs, Some fampering atiempis that reguired either the chip or E¥M cirenit cared to
be “replaced” or exira havdware be vadded” were discussed in the paper. Towards viability
of “replacement and addition™ te tamper, white acknowledging the many levels at which-
. - security was provided for in the EVM, the paper chose lo dismiss them Jightly, providing very
P _ loose arguments perhaps, to suit convenience of bolstering the claim.

It is pertincnt to point here that prior 1o the above exercise there had been a few claims that
EVMs could be tampered with, which were heard in the Courts, but a5 nené of them could be
praved in the Courls as well, and such claims were dismissed in the Causrts as well. .

Flection Comimission raturaily has been confident aif a!c;ng ahont the accuracy and tamper
- proof nature of EVMs used by ECL. '

An exiremely significant outcome of the Interacilon initiated by Crmn@ﬁu!cm was thal most
stakeholders wanted the EVMs to coninye be ured ¥ electians and in fact offerad mmorous
suggestions for additional features.

The suggestions and features suggested by the stakeholders for the EVMs were taken note of
by the Commlasion.

(d)  Expert Commitice of 2011

With due regard to the suggestions received on the EVMs from stakeholders, and with a view
to addressing their concerns, and also to deal with added scape of work involved in reviewing
the EVMs, the Commission expanded the expert commitice of 2006 by inducting experts
from 1T Kanpur and IIT Bombay. _

The Expert Commitice spent considerable time with civic proups_who had been nctively
communicating their views to ECI, and also with stakeholders, by atending ihe meetings
organized by ECL. The Committee also discussed with manufacturcis the dewils of
implementation of suggestions of earlier Expert Commbitess. One of the key suggestions tha
was received was introducing an additional feature of VVPAT (Voter Verifiable Paper Audit
Trial) which involved adding another accessery unit termed VVPAT to the existing CUI and
BU. Such 2 unit was envisaged for printing the cast volc on 3 gmall bakfot slip which would be
visible to the voier at time of voting, gnd be securely stored in a compariment for a possible

hand-count.

The main objcctives in front of the Expert Commiltea were twofold. -

(A)EV, fabiti i of nature: This objective is the same ns since 1990
namely to consider the following points and suggest improvements commensurte with

advances in technology:
yd
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Does the EVM meet the functionnl specifications of the Election Commisgion?
Is the EVM manufacturing quslity of & high enough standard to provide adequate reliability?
Is the EVM design stable and tamper-proof? '

manufacturers have taken place 201 | 102013, Menufacturers have mads Protatypes that were
put to two technical trials by ECI, one in 201 1, and second after changes in 2012. Currently
improved prototypes are due for trial run in a by-election. The detaifed recommendations on
VVPAT will he made once the performance of VVPATS in these trials is evaluated,

Recommendations of Expert Commiteee for EVM to be manufociured in 2013,

The Expert Committee noted that the majn eperations of EVM that involved CU and BU did
not involve any significant changas, The keoy operational festures of EVM 2013 were
therefore essentially the 2ame as earlier EVMs, “EVM?” referred below includes Control Unit,
Ballot Unit and all BCCOSLOTY unia already in use and others that are in trial or development
siages considering recommendations for the up-gmdation, -

However over the years newer techniques for strengthening tamperproof and authentication
features had emerged and these weye increasingly finding use and acceplance in electronics
sysiems. Further the Election Commissicn had projected that making EVMs made by BEL
and ECIL “interaperable" will greatly improve EVM stock menagement in states and even

lead ta cost reduction.

I Eence the Expert Committee after desailed deliberations with ECI and manufacturers since
2011 recommended the following:

- e EVMz: All EVMSs and their accessory unis to be
provided with & tamper detect module eo that on any tamper atiempt on the units will
make il complesely in-operable. '

il. EVM Data Security: EVMs to us¢ PKI based authentication and session key

cstablishment mechanisms in all EVM-unit communication for enhancing security of

data in EVMs and also 80 that no unauthorized module can participate in daig
fransfer, or attempt to modify election data, within end between EVM units,

: jta ication: For authentication of EVM units, Digital Certificates of
units issued by manufaciurers to be incorporated thas ensure that only units
manufactured by BEL and ECIL cain work with each other, and the EVM units
mutuaily authenticate each other aa ¢ matter of routine, and only on successful
authentication operato as an EVM; The certificates of wnits authenticate the public
key of the umits and the entire chain of centificate trust must be established befure
using the public key of units for suthentication purposes.

iv. Inler- i F : BYM units made by BEL and
ECIL should uss a common Standard Software and Communication Interface and
ensure complets inter-operability of their EVM units without exception. Due care in
PKI and Certificate incorporation should be taken including the re-certification stage.

v, EV : Facllity to be provided in EVM units sothat Code in the
EVM units can be read out by an approved external unit and the code 50 read may be
compared with corresponding reforence code to show that code is same gs that in
reference units, The scope of comparison is only to ensure that there is ng Trajan or

other malware (or EVMs in use. Election Commission may consider the format
(binary or hex or any olh})r:uhich the reference ¢ode is made available and

il

o ate &

) : Towards this extensive intoraction between TEC and .
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Aiv.

xv.
" EVMs Election Commission may kindly consider asking the manufacturers to submil

e

modalities of preserving the reference code including code revisions. This provision
being introduced for the first time; may be done in a phased manner with duecaution.
Thus the Commission may initielly consider undertaking this exercise in a limited
scale as per mechanisms they decm fit and availsbility of logistics say at FLC stage,
and/or third party. Thereafter having gained the experience on modalities and
logistics needed, and the time that will be required to set up these logistics on larger
scnle, later extend access to this facility. : :
Authentication of EVM Code: EVMs be provided with code verifying units (FLCUs)
that can examine the code in any EVM unit for any malware via challenge-response
techmiques. Election Commission can consider introducing madalities incorporating
such code verifying units say at First Level Check (FLC) and/or third party, and later
at any stage of eloction az Commission may deem fit, considering experience gained
at FLC and logistics involved in such verification.

Secure Mannfacturing of EYMs: While BEL and ECIL. nre using securc facilitics in
their manufacturs, the EVMs would now incorporated new features like PKI.
Manufacturers therefare should incorporate the latest Secure Manufacturing
Technology in making of EVMs considering requirements of PKI.

Self-diagnostics facility in EVM Unitg: Electrical and other paramelers required for

 ronting checking shouid be measured and stored digitally and used for self- :

dingnostics and be made available for external display a8 and when necded.
Specifically, the EVM units having thelr own display and /or pMnfing interface shall
include giving 2 display and/or print-oul of self-diagriostics reports of their own and
BLCESSOTY Units.
Enyjronmenta} Tests: While these are being routinely carried out by BEL and ECIL,
it is recommended that the tests ba up-scaled in their intensity of stress and in sample
sizing to individual EVM units so as to increase their robustness in iransportation.
EMIEMC Testing of EVMs: While these have been introduced on EVMS3 since 20086,
it is recommended that the emission tests be up-scaled by near-probes as that may
fzad 1o detection of any wireless devices. '
EVM Intergonuecting Cable Testing: These cables including their connectors must he
subjected io the standard impedance measurcment and cable parameter testing as for
communication cables / connectors, inclading insulation breakdown tests.

its ond ien and io : All EVM units that are
under design / trial stages, shal} follow all the technical, QA, documentation fentures
as for upgraded EVMs and be completely compatible with the new EVMs, The
Commission may consider issuing specific recommendations for such units prior to
manufacturing. ) :
Third Party Checks: While BEL and ECIL have been using robust Quality Assurance
practices; the Election Commission may consider introducing gradually third party
check of EVM unils at 2" and any stage from manufacture to final use, to ensure
robustness and cotrect funclioning of EVMS. The scope of tests npd their modalities
can be reviewed and revised time to time. This will put to rest any concer of
“insider-attack” on EVMs.
EVM Pratotvpes Checking: EVMz scheduled formanufacture in 2013 may be mass-
manufactured after the manufacturers show working prototypes and demonstrate afl
features as recommended by Technical Expeit Committee and after final approval of

. Election Commission,

m (prior and afier Purchase Order): Prior to placing order on

one document on Operations and Features of the Upgraded EVM (amd units) and
annther listing datails of all Quality Assurance ests that can be carricd out at various
stagee by them and by third party. These documents will be révised as anq'_pn change

ir incorporated.
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xvi. EVM Units Designs: Commissiou is requestod to advise manufugturers to malutain &
proper recoid of lechnical devigns of slt EVM units with due care, and updaies them
as per revisions time 1o time for both software and hardware,

Prof Rajat Moona  Prof Dipesh Shlrnu ProfAK Agarwnll ProfDT Slmhni
Date: 10-07-2013
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